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Foreword

Without question the topic of security is one of the most important subjects
in today’s information technology environment, if not the most important.
As we have a foot in both the business and academic environments, we
believe that it is imperative that advances in security be propagated from
the realm of lofty ideas in our academic institutions into the real world.
Security has always been an obvious concern in government environments,
but is also a major concern to the business community. Defense from
multiple threats is required to provide for the security of business assets
both in the form of financial and information resources. Additionally these
threats can come in the form of both internal and external attacks. All of the
doors must be guarded.

As of the end of 2006 new regulations have been set in place within the
United States that require a higher standard of electronic record keeping
from all entities, both public and private. Similar standards are either in
place or being considered world wide. These higher standards call for a higher
level of security, both on internal company, governmental and educational
networks as well as externally in the online world of the Internet. This
online requirement applies to the Internet as a whole, and also to extranets
and intranets, running over the world IP pipeline.

Dr. Williams has previously addressed some of these issues in his prior
work, “Synchronizing E-Security,” (2004). He has pointed out the major
problem in security expenditures between advanced and developing
economies that has resulted in a security gap that should be of concern to us
all. Besides the obvious concern in today’s dangerous world of overt terro-
rism that can be spread to electronic means, is the additional concern of
fraud and theft that must be guarded against in all types and levels of
institutions.



X1V Foreword

Dr. Williams’s new book is a valuable addition towards the solution to
these issues and problems to bring increased awareness of the issues,
problems and potential solutions to create a safer environment in Online
Business Security Systems. This work is a piece of that solution and hope-
fully more insights such as this one will follow, both from Dr. Williams
and his peers in security research and development.

Don Anderson
President, Quantum International Corporation
Founding Member, Intellas Group, LLC

Adel Elmaghraby, Ph.D.

Chair

Department of Computer Engineering and Computer Science
University of Louisville, USA



Preface

According to empirical studies by Williams (2004), the paradox in security
expenditure between advanced and developing economies has resulted in a
security gap. The irony is that while investments in security amongst IT
companies in advanced economies are not that high in budget, the methods
employed for assessing possible risks in the application of technologies are
normally high in cost. This meant that investments in risk assessment were
far higher than risk mitigation. On the contrary, investments in risk miti-
gation were higher than risk assessment amongst companies in developing
economies.

The studies provided an insight into technologies that supported electronic
transactions in international banking. Security bottlenecks experienced by
end users were also assessed. Human ware was crucial to securing any
system. It was found that authentication methods formed the nucleus of
any security system. Authentication methods assured customers of key secu-
rity goals such as confidentiality, integrity and availability. The studies
showed that these security goals could be breached if authentication was
compromised, unless identification and verification processes within authen-
tication were improved and resolved with appropriate security measures
and standards. In the financial sector, the absence of such measures makes
information regarding a particular transaction available to attackers and
intruders. This could result in a breach of confidentiality which is a key
goal of security.

This book presents an overview and critique of online business security
systems with emphasis on common electronic commerce activities and pay-
ment systems. It discusses legal, compliance and ethical issues that affect
management and administration of online business systems. The book intro-
duces the reader to concepts underlying online business systems, as well as
technologies that drive online business processes. There is critical evalua-
tion of infrastructure and technologies that support these systems. The role
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of stakeholders and third parties such as banks, consumers, service providers,
traders and regulatory bodies are discussed. Vulnerabilities associated with
critical online business infrastructure are highlighted. There is a description
of common attacks against online systems and a review of existing security
and risk models for securing these systems. Finally this book presents a
model and simulation of an integrated approach to security and risk
management known as the (SSTM) Service Server Transmission Model for
securing Online Business Systems.
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Chapter 1

Overview of Commercial Activities and Processes
in Online Business

1.1 Introduction

This chapter presents an overview of commercial activities and processes
that support online business. The chapter examines commercial activities
associated with Internet, Cash points, Electronic Point of Sale (EPOS) cash
registers, as well as Telephone Banking. There is review of payment sys-
tems, gateways as well as intelligent programs known as software agents
that facilitate online business activities. The role of stakeholders is also
highlighted.

1.2 Commercial Activities and Processes

Zhang and Wang (2003) put into perspective the different categories of
commercial activities driven by the Internet. These comprise B2B, B2C
and B2G. According to the authors they make up a significant form of
e-commerce activities. Even though there is exponential growth in interest
with regards to mobile communication, the authors have not mentioned that
as a form of commercial activity on its ascendancy. Mobile service applica-
tions are deployed for disseminating and transporting information to late
night clubbers, workers in the civil service as well as international busi-
nessmen in any major city across the world. Mobile communication, B2B,
B2C and B2G seem to be the drivers of the new economy, which to a high
extent is facilitating the freedom economy. Figures 1 to 4 are conceptual
diagrams representing major commercial activities and processes that show
sources and destination of personal data in a system. It is designed to en-
able end users obtain an insight of the internal workings of such systems.
Figures 1 to 4 are B2C model activities and processes showing sources and
destination of data.
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Authen-
ticate
Card
details

Enter

Consumer
Card

Authorise
Payment

Reconcile

Consumer
Personal Debit/Cred
Account it Account

Database

Figure 1 — Internet based activities

1.2.1 Description of Process and Data Flow of Figure 1

In this activity, the consumer enters their debit or credit card details on the
web. The details entered are verified for authenticity. The system authorises
payment made by the card holder. The card holder’s personal bank account
or credit card account is debited. There is a reconciliation of consumer’s
accounts regardless of the payment method. The reconciliation is part of a
synchronisation process between a holding account and the consumer’s
actual account. An electronic data processing specialist will classify this
account as a transaction file.
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Verify
PIN/Card
Details

Enter Consumer
Security code/
PIN

Authorise
Payment/
Fund

Reconcile Con-
sumer Personal
Account

Debit/Deduct
Amount in
Account

Figure 2 — Automatic Teller Machine (ATM) Process and Data flow diagram

1.2.2 Description of ATM Process and Data Flow in Figure 2

The consumer enters a security code or a personal identification number
(PIN) at an Automatic Teller Machine commonly known as a cash point or
ATM. The PIN is verified for authenticity. The consumer is prompted to go
ahead with any transaction they wish to carryout. At this stage the con-
sumer has direct access to the account. A number of tasks could be com-
pleted by the consumer during this period. This could range from electronic
fund transfer in the form of a balance transfer to another account, payment
of a bill, printing of a statement or checking the balance on an account.
These could be considered as the commonest tasks performed by consum-
ers when using ATM. Figure 2 is an illustration of payment of a bill via
an ATM. The account of the consumer is debited or deducted. There is a
reconciliation of the consumer’s personal account. The reconciliation is
necessary for a number of reasons. Most banks provide ATM facilities to
their customers on different communication networks, regardless of the
customer’s geographical location. An example is the VISA network. Cus-
tomers and Consumers whose banks and financial service providers belong
to this network could use the facility anywhere. This comes along with a
number of distributed communication challenges, such as synchronisation
of data and processes across these communication networks. In order to
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understand this process, carry out this personal experiment. Withdraw
funds from any ATM, display or print your balance. Repeat this task at an-
other ATM provider. You are likely to notice that the balances at both
ATMs are not the same. This is a synchronisation problem.

Verify
PIN/Card
Details

Enter Personal
Details via
Chip and PIN
or Magnetic
Swipe

Authorise
Payment

Credit/Add
Fund to

Recipient’s
Account

Debit/Deduct
Consumer’s
account

Figure 3 — Electronic Point of Sale (EPOS) Cash Register activities

1.2.3  Description of Process and Data Flow of Figure 3

In an EPOS transaction, the customer or consumer is requested by a cus-
tomer sales advisor or a smart sales machine to enter card details or swipe a
debit or credit card after items selected for purchase have been scanned.
The Personal Identification Number (PIN) of the customer is verified. At
this stage it is the PIN which is verified for authenticity and not the con-
sumer or customer. Authorisation is then granted to the consumer. The con-
sumer’s account is then debited or deducted, followed by a reconciliation of
the consumer’s account via the service provider’s third party’s payment
system, for example PayPAL.
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Verify Security
Code/Authenticate
Consumer

Consumer
Provide

Security Code
via Telephone
Authorise
Transaction

Reconcile
Consumer
Account

Confirm
Transaction

Figure 4 — Telephone banking activities

In this transaction, the consumer provides a security code to a Bank’s Custo-
mer Service Personnel. The code is verified and authenticated. The trans-
action requested by the consumer is authorised. The transaction is confirmed
while the consumer’s account is reconciled. There are a number of security
problems associated with telephone banking. The first is the lack of encryp-
tion facility on most home telephones. The telephone lines could be eaves-
dropped. Calls may be diverted to fraudulent providers. The virtual nature
of these systems makes them untrustworthy.

1.3 Payments Systems and Gateways

A payment system or gateway is one that is designed to capture funds,
authorise the funds and debit or credit a customer’s account in real time.
Some payment systems are set up to authorise and not debit or credit an
account in real time. It is important for the reader to note that payment
systems primarily do not authenticate a transaction. They rather authorise
them. Examples of payment systems and gateways include, PayPal,
2checkout, CyberSource, HSBC, BT SecPay, DataCash, WireCard, World
Pay, eWay, FastCharge, Internet Secure, Secure Hosting etc.

A payment system in general uses an encryption software to secure money
which is transferred online. Payment systems do not change how consumers
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and banks interact. They only serve as mediators or the man in the middle
in online transactions. Electronic traders use payment systems as channel
for communication and completing online transactions. A fee is usually
charged for this online service. Payment systems such as Paypal make
money from monies that sit in their accounts during this transaction in the
form of an interest. The payment transition between buyers and sellers dur-
ing online transaction suggest that, there is buffer or holding state of finan-
cial details of the buyer and on some occasions the seller. This could serve
as an avenue for attack. Customer details such as credit and debit card
numbers, bank account numbers and home or personal addresses are vul-
nerability spots that could be at threat. Some payment systems enable direct
transfer of funds from buyer to seller. It is however vital to note that, their
operations are based on different models. A key security feature adopted by
most payment systems and web services is the “Gausebeck Levchin” test.
This technique forces account holders to type in a word found in a small
image file on a web page when creating a new account. The technique pre-
vents local or remote execution of scripts which could comprise a text. It is
suggested that only humans could read the text on websites if the technique
is adopted.

1.3.1 Role of Software Agents in Electronic Payment Systems

This section will describe software agents as contemporary software tools
that drive electronic payment systems and Online Business.

1.3.2 Whatis an Agent?

An agent is anything that can perceive its environment through sensors and
act upon that environment through effectors. A human agent has eyes, ears
and other sensors that allow it to survive and adapt to its environment
(Russel and Norvick 1995). The term performance measure is used to eva-
luate the criterion used in drawing a conclusion whether an agent is suc-
cessful or not. Anything that the agent has perceived so far could be called
complete perceptual history, the percept sequence. A rational agent is one
that does the right thing. The “right” thing might be highly biased in some
cases, since what is right in one environment might be wrong in another
environment.



Commercial Activities and Processes in Online Business 7

The critical success factor is based upon how an agent could perform a par-
ticular task. This could be judged on the completeness of the task or other
criteria specified by the users or developer. In summary, an agent should be
autonomous, adaptive and cooperative in the environment which it oper-
ates. These should be inherent parts of the agent. There are different types
of agents, these include but not limited to the following; Collaborative
agents, link or interface agents, smart agents, internet and mobile agents.
These agents function on specific applications and environments. For ex-
ample mobile agents support mobilization on distributed systems, whiles
internet based agents support online business applications such as auctions
and billing processing.
http://www.sce.carleton.ca/netmanage/docs/AgentsOverview/ao.html

1.3.3 How does an Agent Behave?

The rational behaviour of an agent is reliant on four factors. These are per-
formance measure, percept sequence, knowledge of environment and ac-
tions that the agent could perform. The notion of having an agent able to do
the right things such as searching for the right item or product on the Inter-
net might not always be successful. The underpinning rule is that doing
what is right might not be necessarily right in another environment. The
specification of an agent’s activity on the Internet could fail if the agency
environment that the agent is operating from, malfunctions.

A desirable attribute of an agent is that, it should be autonomous. This
means that it should not be under the control of another agent, being it
software or human. If the agent solely relies on only inherent knowledge,
without being able to learn from its environment then it is said that the
agent lacks autonomy. Whether an agent lacks autonomy or not, we will
need to make a judgment on the implications of using an agent in Online
business activities. The next section considers the structure of an agent.

1.3.4 Structure of Agent

The structure of an agent comprises architecture and a program. The archi-
tecture is the framework on which the program is built and deployed. The
architecture usually comprises percepts, actions, goals and environment.
The percept is mapped onto the actions which need to be performed in
order to achieve goals in the environment in which it is deployed. Agents
usually have the same structure and function, thus accepting percepts and
transforming or mapping these percepts to actions in the environment in
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which they are meant to function. Trust issues related to agents in this sec-
tion has been examined based on the generic characteristics of an agent
without looking into the different types which already exist. This analysis is
based on the generic characteristics which cut across most agents.

1.3.5 Agents and Trust in Online Business

The social qualities possessed by software agents due to their adaptive na-
ture on computer networks and distributed system calls for trust. In online
business, trust is a critical success factor. A weak trust relationship in any
online business is likely to fail. According to Negroponte (1997) an ideal
agent has characteristics similar to an English butler who is well trained
and knew your needs, likes, habits and desires. The analogy here means
that the most trusted agent is the one likely to know your secrets. This
assertion could also be verified in the prosecution of Paul Burrell former
Butler to Princess Diana, for alleged theft. This is because during Paul
Burrell’s prosecution, he gave the impression that the Princess confided in
him on several occasion. It was also alleged that, he had in his possession
personal items belonging to Princess Diana. This leads us to assess trust
and its implications on relations in any community, whether human rela-
tions or relations among computers.

1.4 Whatis Trust?

Trust is an intrinsic factor of any living being that influences the extent to
which it relies upon information assimilated from known and unknown
sources Williams (2004). The key word here is reliability, a characteristic
of quality software. Rotter (1980) also defines trust as a general expectancy
that the word, oral or written statement of an individual or group of people
could be relied upon. Again, the key word here is reliability. Patrick (2002)
speculates that when a software agent carries out its instructions then it
could be trusted. I think one needs to look beyond that. An agent could
serve as a double agent by being loyal to more than one agent. This is seen
in the Babington Plot of 1586, when Mary Queen of Scots was imprisoned
by Queen Elizabeth the 1st. The encrypted messages from Mary sent to her
Catholic supporters via a courier was through a double agent working for
Francis Walsingham, Elizabeth’s spymaster. Her Cyphertext was broken by
Thomas Phelipes, master forger and cryptanalyst for Sir Francis Harrison
(2004). Applying trust in software agents for Online Business activities
suggest that control functions are made void, when the software agent is al-
lowed to determine its own existence. What controls do developers put in
place in order to achieve such a level of reliability? For example, is there a
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rule or policy that enforces loyalty within only one agency? Or does an
agency have a rule or policy that verifies signs of disloyalty? These are ex-
ample of checks and balances that could be put in place. The issue of trust
is highly dependent on the checks and balances implemented as part of the
software agent commissioned to perform Online search and auction activi-
ties. Zan (1972) asserts that we need trust because we are vulnerable. How-
ever, that is not always the case. Although that might be the case in certain
circumstances, trust might be needed in circumstances where relationships
amongst people need to thrive or progress in order to achieve greater goals.
Remember the performance measure, the criteria used in determining suc-
cess in software agents. The next section examines conditions likely to
influence trust.

1.4.1 Conditions Likely to Affect Trust

Given the definitions and examples of trust situations, it could be argued
that trust is relative and subjective. It should be assessed and judged in a
given context. The survey of Cranor, Reagle and Akerman (2000) suggest
that different people have different threshold for trust. This means that the
criterion and balances put in place to manage the behaviour of a software
agent might not be applicable to every circumstance.

Patrick (2002) highlights six (6) factors discussed in conjunction with Lee,
Kim and Moon’s model of agent success. These factors are ability to trust,
experience, predictable performance, comprehensive information, communi-
cation and interface design, presentation and certification and logos of assu-
rance. Their findings were drawn from a survey conducted on Internet users.
These conditions are likely to change from one circumstance to another.
These conditions could also be influenced by society and environment.

Wong and Sycara (1999) propose a framework for addressing security and
trust issues that could be assessed and tested in Online Business environ-
ments. According to the authors, adding security and trust improve users’
confidence and assurance when a task is assigned to them. They indicate a
number of factors that influence the level of confidence necessary to trust a
system. These include corrupted naming and matchmaking services, inse-
cure communication channels, insecure delegation and lack of accountabi-
lity. Although each factor mentioned is important, insecure communication
channels and insecure delegation are highly sensitive risk factors which if
not managed effectively will degrade the level of trust and confidence that
a user places on an Online System. This is due to the fact that communica-
tion networks that support distributed platforms exhibit risk access spots
(RAS) which make them susceptible to attacks Williams (2003). These in
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secure communication channels include ports, random access memory
(RAM), poor configuration of firewalls, communication media both wired
and wireless networks and router tables Williams (2003). With regards to
insecure delegation there are issues related to authenticity of the agent. Is
the agent what it claims to be? How do we verify this level of authenticity?
Are there any methods based on empirical evidence? Or do we apply a gen-
eral security model? These are questions that have not been answered satis-
factorily.

Das (2003) examines payment agents by presenting a model of software
agents. These agents serve as tools for making payments on behalf of clients.
The model is satisfactorily articulated by highlighting both application
areas and threats associated with their application on communication net-
works. Mobile applications with intelligent capabilities and functions drive
critical electronic commerce activities. There are different agents that facili-
tate transactions through mobility from one computer network to another.
The main phases of a secured payment protocol for agents are; withdrawal,
distribution, payment, verification and transfer phases.

Digital cash schemes could be classified into digital cash, fair digital and
Brand’s digital cash. These consist of four phases, thus opening an account,
withdrawal, payment and deposit. Mu, Varadharajan and Nguyen (2003)
explore concerns likely to be raised by law enforcement agencies. They be-
lieve that it might serve as a haven for criminal activities due to the nature
of the system and policies that accompany the processing of transactions.
This makes large scale deployment a nightmare. Clear notational represen-
tation of concepts for the setup, the process of opening an account, the
withdrawal process, payment process and the deposit process should be
understood by the payment agent. It is appropriate for developers who want
to explore the different digital schemes, design concepts and associated
protocols in conjunction with payment agents, to understand the stages
involved in such transaction.

1.4.2 Micro Payment Systems

A micro payment system is a system that supports transactions involving
very small amounts of money. The amount could range from 0.100 cents,
0.100 pence or 0.10 pesewa. The system could be used for credit point accu-
mulation on club cards and credit cards. It can also be used for payments
and charges associated with transport systems.
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Herzberg (2003) discusses the practicalities and challenges related to micro
payment systems. The assessment provides a conceptual view and likewise
discusses issues that have to be addressed in order for micro payments sys-
tems to function effectively. PSP (Payment Service Providers) provide a
charging scheme which is acceptable to clients and merchants alike. There
is an overview of micro payment visa PSP model. It is suggested in this
book that a presentation and discussion on a range of models would have
been useful in illustrating the different transaction models between mer-
chant, customer and PSP that existed. The major categories of cost are also
discussed. The information will be highly essential to practitioners who in-
tend to develop or conduct investigations on models critical in assessing
cost of disputes, charge backs, customer support, equipment, processing
and communication cost, bookkeeping, auditing, point of sale and credit
risk. There is detail explanation of charges associated with disputes. It pro-
vides a general and broad understanding for researchers who aim to gain
knowledge with regards to the rules and legalities that protect the interest of
consumers, obligations of merchants as well as service providers. There are
also discussions of servers that support such systems. For distributed sys-
tems engineers, this is something to explore.

1.5 Role of Stakeholders in Online Business

e Consumer

The Consumer is central and pivotal to all commercial activities, as such
the most important element within the supply chain of products and ser-
vices. This means that providing the most effective security system and
efficient services for delivery become paramount and top of the agenda for
service providers. Consumer technologies such as telephones, mobile and
smart phones, mobile computers with Satellite, Infra-Red, Bluetooth, Wire-
less Local Area Network capabilities are all information communication
technologies used by consumers to engage in electronic commerce and on-
line business activities. Figure 5 is an example of recent security improve-
ments announced by Lloyds TSB to improve security for their customers.
This is designed to alleviate the fears of their customers.
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http://news.bbc.co.uk/2/hi/business/4340898.stm

e BBC News
o Lloyds steps up online security
Friday, 14 October 2005, 10:46 GMT
11:46 UK

Lloyds steps up online security

About 30,000 customers will receive keying-sized secu-
rity devices, which generate a six digit code to be used
alongside username and password.

The code, which changes every 30 seconds, could help
fight fraudsters who hack people’s PCs or use “phish-
ing”’ emails to steal login details.

Similar systems are already in use in Asia, Scandinavia
and Austrialia

Password sniffers

Until now, Lloyds TSB has used a twostage system for
identifying its customers.

First, users must enter a username and password, then
on a second screen, they are asked to use drop-down
menus.

Figure 5 — BBC webpage showing new online security measure introduced by
Lloyds TSB to protect Consumers

e Banks

Banks are institutions that provide financial services. Today, most Banks
have innovated from brick walls to online banking. In general online bank-
ing connotes banking via the Internet. However it has a broader meaning
than banking via Internet. Online Banking can also involve technologies
such as telephone, Automatic Tele Machines (ATM) and mobile phones.
Nowadays, ATMs can provide most basic financial services except perhaps
application for a loan.
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e Service Providers

Service Providers could be classified into two main groups. The first is
technology providers, and the second is institutions that provide auxiliary
financial services. Examples of the foremost are British Telecom (BT),
American Online (AOL), GOOGLE, E-bay, \/eriSign etc. Auxiliary finan-
cial services include VISA and Capital One. whiles the latter include credit
unions, financial advisory agencies and payment system providers.

e Traders

Traders are described as individuals, institutions or bodies that sell products
or services with the sole aim of making profit. Whiles companies have
broader objectives, such as achieving high productivity as well as profit-
ability, Traders and Sellers focus strongly on making profit. Productivity is
not a critical success factor. Online Business has provided unlimited oppor-
tunity to people to partake in what is termed in this book as “pseudo trad-
ing” a term coined to signify non traditional methods of trading by third
parties through the Internet. Example of “pseudo trading” is selling a book
through Amazon, GOOGLE or a car via EBay. There are security and trust
issues associated with such purchase. This includes absence of a business
model that integrates such a trade. There are also concerns regarding the
virtual nature of the entire transaction.

e Regulatory Bodies

Regulatory bodies usually enforce or serve as referees in business by en-
forcing fair trade. They also moderate the operations of businesses and
traders. They serve as a watchdog and protect the interest of the consumer,
although the latter is not always the case. They also ensure adherence
to appropriate business ethics. These organisations include professional
societies and Government agencies such as the Department of Trade and
Industry, Organisation for Fair Trade in UK, Department for Trade and
Commerce, British Standard Institute (BSI) and Law Societies. The World
Trade Organisation (WTO) of the United Nations, which seem to have
come under criticism in recent times from developing economies, for not
enforcing global fair trade, the National Institute of Standards and Tech-
nology (NIST) of the United States of America and Bank for International
Settlements in ASIA, which fosters international monetary and financial
cooperation and serves as a bank for central banks.
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1.6 Summary

Chapter 1 provided an overview of commercial activities and processes in
Online Business. The chapter gave an insight of activities associated with
Internet based activities, Automatic Teller Machines or Cash points, Elec-
tronic Point of Sale (EPOS) cash register activities and Telephone Banking.
There was also an introduction to payment systems and Gateways and how
they worked. Examples of payment systems included PayPal, FastCharge
and CyberSource. The processes common to all these commercial activities
included authentication, authorisation and answerability. There was intro-
duction to Software agents as vehicles and facilitators of payment systems.
The chapter also evaluated role of micro payment systems in a broader con-
text. The role of stakeholders was reviewed. There was mention of stake-
holders such as consumers, banks, service providers, traders, sellers and
regulatory bodies.
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Legal and Socio-Ethical Issues in Online Business

2.1 Introduction

This chapter reviews and discusses legal and socio-ethical requirements
that affect Online Business activities. There is particular reference to Inter-
net law with respect to interpretations of different aspects of the Law. Some
of the laws covered in the chapter includes, Fraud and Abuse Act of 1986,
Computer Misuse Act of 1990, Copyright, Electronic Communication Pri-
vacy Act 2000 and the data protection Act of UK 2000. Email and Privacy
Laws usually covering email policy, email privacy, monitoring employees,
Right of Privacy in Online applications, Crypto-systems, Online Games
and Gambling, and most importantly the Telephone consumer Act of 1991.

2.2 Legislation and Law

The global reach of the Internet makes it an ideal tool for international
business beyond traditional business channels in an information society.
The rapid deployment of commercial web sites globally shows the impor-
tance of this cost-effective possibility for businesses to present themselves
in a global market place, Bernard Glasson et al (30, 31, 34). In view of this
new marketing and business age, using sophisticated technology in Online
business activities have become more complex than the years before. The
law regulating the behaviour of individuals and businesses with the advent
of advance technology in this regard is not as effective as one will expect it
to be, within the broader context of international law.

In his article “net can’t catch cyber criminals” Rob Jones expressed the
worries and frustrations of Albert Pacey the director general of the national
criminal intelligence service (NCIS) UK. The boss of the intelligence ser-
vice warned that it was needed to criminalise the theft of electronic data.
He was speaking to delegates from police forces around the world, at the
organised crime conference in London to discuss how they combat the (IT)
criminal class. To summarise his words, he said “change the law or face the
growth of a new criminal class” Jones R (1997).
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In retrospect the NCIS boss’s proposition was arguably valid in the sense
that looking into the embedded issues of security for funds transfer and in-
formation in general, the possible solutions lies in the hands of Governments
rather than information technologists. It is Governments because, the issue
is international not national. Any approach used by a particular nation’s
Government to resolve this issue which reflects a national approach is more
likely to fail. In view of this, there is the need to adopt a strategy that takes
into consideration specific countries legal framework and culture. This is
because we are in a global economic information age, as such all issues sur-
rounding security of Online Business should be addressed globally. It will
therefore be just an illusion of success if a global approach is not adopted.

Although the electronic communications privacy act of 1986 specifically
forbids eaves dropping on electronic transmissions, laws of that kind are
extra-ordinarily difficult to enforce, because no policing agency controls
the points of access Spar D and Jeffery J (1996). Since the core cause of
this problem is international rather than national, it will be very much app-
ropriate for us to examine the impact of international law on this issue.

2.2.1 International Law

The simplest definition of international law believed ever defined is “a sys-
tem of rules governing the relations between sovereign states”. Let us take
a particular interest in the word sovereign or sovereignty Dixon M
(306, 138, 276). According to the oxford dictionary, it means supremacy,
self Government or a self Governing State. It is important for us to note
that for the sovereignty of a state to be recognised in the purview of law, its
jurisdiction must be clearly defined.

Jurisdiction is the extent of a nation’s legal or territorial authority. In other
words where it can administer justice, play a crucial role in the contribution
to information security management of Online Business. This is because
globalisation of information transfer cuts across the boundaries of nations.

2.2.1.1 Limitations of International Law
It is the limitation of international law in this regard why concerned people

like Albert Pacey, and other passionate members of the information re-
search community fear that current state of cyber-crime if not managed
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effectively will get out of hand. Although some part of the law empowers
nations to arrest and prosecute individuals who might commit a crime
against any of its institutions. It only works where the criminal’s nation or
where s/he takes refuge corporate in the arrest and prosecution. It must be
noted that this aspect of the law mostly applies exclusively outside the
scope of information technology, due to the fact that laws covering com-
puter crime needs further development and enforcement globally. In order
for us to get a better picture concerning this aspect of the law, let us exam-
ine the Harvard research convention on jurisdiction with respect to crime
(1935). “A state has jurisdiction with respect to any crime committed out-
side it’s territory by an alien against the security, territorial integrity or
political independence of that state, provided that the act or omission which
constitutes the crime was not committed in exercise of a liberty guaranteed
the alien by law of the place where it was committed”.

Social order and the coexistence of states make it important for boundaries
between their sovereignties and jurisdictions. This is because contradiction
of every state’s power is inevitably involved. The American law institute
defines jurisdiction as “the capacity of a state under international law to
prescribe or enforce a rule of law”. The institute’s definition draws attention
to the distinction between a state’s jurisdiction to prescribe and to enforce
law. A state can not enforce a law it has no right to prescribe. However a
state may prescribe a law it may be unable to enforce. For instance if a cri-
minal commits a crime and escapes into another states jurisdiction, and that
state has no good international relations with state that the crime was com-
mitted against, the affected state has no right to extend it’s judicial powers
in that state Levi W (107).

Poor international relations grossly contribute to the ineffectiveness of the
law. It is a real unforeseen menace that lies ahead of Online Business
global community.

There are independent organisations that provide advice to consumers with
respect to these Acts. These organisations include; The Online Privacy
Alliance, (AUCE) European coalition for unsolicited emails, Crypto Law
Society and Australian Privacy Foundation. Section 1.6 presents the Elec-
tronic Communication Privacy Act as applied in the USA. This is designed
to provide relevant information regarding the legal implications in case of
violation or an incident of abuse with respect to privacy in places where
similar Acts of Law exist. You may skip this section if you are already
familiar with this particular Act.
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2.2.2 Internet Law

Section 2.1.1 presents a compilation from Phillips Nizer LLP (2007) on
Electronic Communication Privacy Act 47 U.S.C Section 230, Electronic
Communications Privacy Act, Stored Wire and Electronic Communications
and Transactional Records Access.

18 U.S.C. §§ 2701-2711

§ 2701. Unlawful Access to Stored Communications

(a) Offence - Except as provided in subsection (c) of this section whoever -

(1) intentionally accesses without authorization a facility through which an
electronic communication service is provided; or

(2) intentionally exceeds an authorization to access that facility; and
thereby obtains, alters, or prevents authorized access to a wire or electronic
communication while it is in electronic storage in such system shall be pun-
ished as provided in subsection (b) of this section.

(b) Punishment - The punishment for an offence under subsection (a) of
this subsection is -

(1) if the offence is committed for purposes of commercial advantage,
malicious destruction or damage, or private commercial gain -

(A) a fine under this title or imprisonment for not more than one year, or
both, in the case of a first offence under this subparagraph; and
(B) a fine under this title or imprisonment for not more than two years, or

both, for any subsequent offence under this subparagraph; and

(2) a fine under this title or imprisonment for not more than six months, or
both, in any other case.

(c) Exceptions - Subsection (a) of this section does not apply with respect
to conduct authorized

(1) by the person or entity providing a wire or electronic communications
service;

(2) by a user of that service with respect to a communication of or intended
for that user; or

(3) in section 2703, 2704 or 2518 of this title.
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§ 2702. Disclosure of Contents

(a) Prohibitions - Except as provided in subsection (b) -

(1) a person or entity providing an electronic communication service to the
public shall not knowingly divulge to any person or entity the contents of a
communication while in electronic storage by that service; and

(2) a person or entity providing remote computing service to the public
shall not knowingly divulge to any person or entity the contents of any
communication which is carried or maintained on that service -

(A) on behalf of, and received by means of electronic transmission from (or
created by means of computer processing of communications received by
means of electronic transmission from), a subscriber or customer of such
service; and

(B) Solely for the purpose of providing storage or computer processing ser-
vices to such subscriber or customer, if the provider is not authorized to
access the contents of any such communications for purposes of providing
any services other than storage or computer processing.

(b) Exceptions - A person or entity may divulge the contents of a commu-
nication

(1) to an addressee or intended recipient of such communication or an agent
of such addressee or intended recipient

(2) as otherwise authorized in section 2517, 2511(2)(a), or 2703 of this
title;

(3) with the lawful consent of the originator or an addressee or intended re-
cipient of such communication, or the subscriber in the case of remote
computing service;

(4) to a person employed or authorized or whose facilities are used to for-
ward such communication to its destination;

(5) as may be necessarily incident to the rendition of the service or to the
protection of the rights or property of the provider of that service; or

(6) to a law enforcement agency -
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(A) if such contents -

(i) were inadvertently obtained by the service provider; and

(ii) appear to pertain to the commission of a crime.
(B) if required by section 227 of the Crime Control Act of 1990.

§ 2703. Requirements for Governmental Access

(a) Contents of Electronic Communications in Electronic Storage - A gov-
ernmental entity may require the disclosure by a provider of electronic
communication service of the contents of an electronic communication, that
is in electronic storage in an electronic communications system for one
hundred and eighty days or less, only pursuant to a warrant issued under the
Federal Rules of Criminal Procedure or equivalent State warrant. A gov-
ernmental entity may require the disclosure by a provider of electronic
communications services of the contents of an electronic communication
that has been in electronic storage in an electronic communications system
for more than one hundred and eighty days by the means available under
subsection (b) of this section.

(b) Contents of Electronic Communications in a Remote Computing Service -

(1) A governmental entity may require a provider of remote computing ser-
vice to disclose the contents of any electronic communication to which this
paragraph is made applicable by paragraph (2) of this subsection -

(A) without required notice to the subscriber or customer, if the govern-
mental entity obtains a warrant issued under the Federal Rules of Criminal
Procedure or equivalent State warrant; or

(B) with prior notice from the governmental entity to the subscriber or cus-
tomer if the governmental entity -

(i) uses an administrative subpoena authorized by a Federal or State statute
or a Federal or State grand jury or trial subpoena; or

(ii) obtains a court order for such disclosure under subsection (d) of this
section; except that delayed notice may be given pursuant to section 2705
of this title.

(2) Paragraph (1) is applicable with respect to any electronic communica-
tion that is held or maintained on that service -
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(A) on behalf of, and received by means of electronic transmission from (or
created by means of computer processing of communications received by
means of electronic transmission from), a subscriber or customer of such
remote computing service; and

(B) solely for the purpose of providing storage or computer processing
services to such subscriber or customer, if the provider is not authorized to
access the contents of any such communications for purpose of providing
any services other than storage or computer processing.

(c) Records Concerning Electronic Communication Service or Remote
Computing Service -

(1)(A) Except as provided in subparagraph (B), a provider of electronic
communication service or remote computing service may disclose a record
or other information pertaining to a subscriber to or customer of such ser-
vice (not including the contents of communications covered by subsection
(a) or (b) of this section) to any person other than a governmental entity.

(B) A provider of electronic communication service or remote computing
service shall disclose a record or other information pertaining to a subscriber
to or customer of such service (not including the contents of communications
covered by subsection (a) or (b) of this section) to a governmental entity
only when the governmental entity -

(1) obtains a warrant issued under the Federal Rules of Criminal Procedure
or equivalent State warrant;

(i1) obtains a court order for such disclosure under subsection (d) of this
section;

(iii) has the consent of the subscriber or customer to such disclosure; or

(iv) submits a formal written request relevant to a law enforcement investi-
gation concerning telemarketing fraud for the name, address, and place of
business of a subscriber or customer of such provider, which subscriber or
customer is engaged in telemarketing (as such term is defined in section
2325 of this title).

(C) A provider of electronic communication service or remote computing
service shall disclose to a governmental entity the name, address, local and
long distance telephone toll billing records, telephone number or other
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subscriber number or identity, and length of service of a subscriber to or
customer of such service and the types of services the subscriber or cus-
tomer utilized, when the governmental entity uses an administrative sub-
poena authorized by a Federal or State statute or a Federal or State grand
jury or trial subpoena or any means available under subparagraph (B).

(2) A governmental entity receiving records or information under this sub-
section is not required to provide notice to a subscriber or customer.

(d) Requirements for Court Order - A court order for disclosure under sub-
section (b) or (c) may be issued by any court that is a court of competent
jurisdiction described in section 3127(2)(A) and shall issue only if the
governmental entity offers specific facts showing that there are reasonable
grounds to believe that the contents of a wire or electronic communication,
or the records or other information sought, are relevant and material to an
ongoing criminal investigation. In the case of a State governmental author-
ity, such a court order shall not issue if prohibited by the law of such State.
A court issuing an order pursuant to this section, on a motion made
promptly by the service provider, may quash or modify such order, if the
information or records requested are unusually voluminous in nature or
compliance with such order otherwise would cause an undue burden on
such provider.

(e) No Cause of Action Against a Provider Disclosing Information Under
This Chapter - No cause of action shall lie in any court against any provider
of wire or electronic communication service, its officers, employees, agents,
or other specified persons for providing information, facilities, or assistance
in accordance with the terms of a court order, warrant, subpoena, or certifi-
cation under this chapter.

(f) Requirement to Preserve Evidence -

(1) In general - A provider of wire or electronic communication services or
a remote computing service, upon the request of a governmental entity,
shall take all necessary steps to preserve records and other evidence in its
possession pending the issuance of a court order or other process.

(2) Period of retention - Records referred to in paragraph (1) shall be re-
tained for a period of 90 days, which shall be extended for an additional 90
day period upon a renewed request by the governmental entity. §2704.
Backup Preservation.
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(a) Backup Preservation -

(1) A governmental entity acting under section 2703(b)(2) may include in
its subpoena or court order a requirement that the service provider to whom
the request is directed create a backup copy of the contents of the electronic
communications sought in order to preserve those communications. With-
out notifying the subscriber or customer of such subpoena or court order,
such service provider shall create such backup copy as soon as practicable
consistent with its regular business practices and shall confirm to the govern-
mental entity that such backup copy has been made. Such backup copy shall
be created within two business days after receipt by the service provider of
the subpoena or court order.

(2) Notice to the subscriber or customer shall be made by the governmental
entity within three days after receipt of such confirmation, unless such
notice is delayed pursuant to section 2705(a).

(3) The service provider shall not destroy such backup copy until the later of
(A) the delivery of the information; or

(B) the resolution of any proceedings (including appeals of any proceeding)
concerning the government’s subpoena or court order

(4) The service provider shall release such backup copy to the requesting
governmental entity no sooner than fourteen days after the governmental
entity’s notice to the subscriber or customer if such service provider -

(A) has not received notice from the subscriber or customer that the sub-
scriber or customer has challenged the governmental entity’s request; and

(B) has not initiated proceedings to challenge the request of the govern-
mental entity. (5) A governmental entity may seek to require the creation of
a backup copy under subsection (a)(1) of this section if in its sole discretion
such entity determines that there is reason to believe that notification under
section 2703 of this title of the existence of the subpoena or court order
may result in destruction of or tampering with evidence. This determination
is not subject to challenge by the subscriber or customer or service pro-
vider.

(b) Customer Challenges -

(1) Within fourteen days after notice by the governmental entity to the sub-
scriber or customer under subsection (a)(2) of this section, such subscriber
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or customer may file a motion to quash such subpoena or vacate such court
order, with copies served upon the governmental entity and with written
notice of such challenge to the service provider. A motion to vacate a court
order shall be filed in the court which issued such order. A motion to quash
a subpoena shall be filed in the appropriate United States district court or
State court. Such motion or application shall contain an affidavit or sworn
statement -

(A) stating that the application is a customer or subscriber to the service
from which the contents of electronic communications maintained for him
have been sought; and

(B) Stating the applicant’s reasons for believing that the records sought are
not relevant to a legitimate law enforcement inquiry or that there has not
been substantial compliance with the provisions of this chapter in some
other respect.

(2) Service shall be made under this section upon a governmental entity by
delivering or mailing by registered or certified mail a copy of the papers to
the person, office, or department specified in the notice which the customer
has received pursuant to this chapter. For the purposes of this section, the
term “delivery” has the meaning given that term in the Federal Rules of
Civil Procedure.

(3) If the court finds that the customer has complied with paragraphs (1)
and (2) of this subsection, the court shall order the governmental entity to
file a sworn response, which may be filed in camera if the governmental
entity includes in its response the reasons which make in camera review
appropriate. If the court is unable to determine the motion or application on
the basis of the parties’ initial allegations and response, the court may con-
duct such additional proceedings as it deems appropriate. All such proceed-
ings shall be completed and the motion or application decided as soon as
practicable after the filing of the governmental entity’s response.

(4) If the court finds that the applicant is not the subscriber or customer for
whom the communications sought by the governmental entity are main-
tained, or that there is a reason to believe that the law enforcement inquiry
is legitimate and that the communications sought are relevant to that
inquiry, it shall deny the motion or application and order such process en-
forced. If the court finds that the applicant is the subscriber or customer for
whom the communications sought by the governmental entity are main-
tained, and that there is not a reason to believe that the communications
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sought are relevant to a legitimate law enforcement inquiry, or that there
has not been substantial compliance with the provisions of this chapter, it
shall order the process quashed.

(5) A court order denying a motion or application under this section shall
not be deemed a final order and no interlocutory appeal may be taken there
from by the customer. §2705. Delayed Notice

(a) Delay of Notification -
(1) A governmental entity acting under section 2703(b) of this title may -

(A) where a court order is sought, include in the application a request,
which the court shall grant, for an order delaying the notification required
under section 2703(b) of this title for a period not to exceed ninety days, if
the court determines that there is reason to believe that notification of the
existence of the court order may have an adverse result described in para-
graph (2) of this subsection; or

(B) where an administrative subpoena authorized by a Federal or State sta-
tute or a Federal or State grand jury subpoena is obtained, delay the notifica-
tion required under section 2703(b) of this title for a period not to exceed
ninety days upon the execution of a written certification of a supervisory
official that there is reason to believe that notification of the existence of
the subpoena may have an adverse result described in paragraph (2) of this
subsection.

(2) An adverse result for the purposes of paragraph (1) of this subsection is -

(A) endangering the life or physical safety of an individual;

(B) flight from prosecution;

(C) destruction of or tampering with evidence;

(D) intimidation of potential witnesses; or

(E) otherwise seriously jeopardizing an investigation or unduly delaying a

trial.

(3) The governmental entity shall maintain a true copy of certification under
paragraph (1)(B).
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(4) Extensions of the delay of notification provided in section 2703 of up to
ninety days each may be granted by the court upon application or by certi-
fication by a governmental entity, but only in accordance with subsection
(b) of this section.

(5) Upon expiration of the period of delay of notification under paragraph
(1) or (4) of this subsection, the governmental entity shall serve upon, or
deliver by registered or first-class mail to, the customer or subscriber a
copy of the process or request together with notice that -

(A) states with reasonable specificity the nature of the law enforcement
inquiry; and

(B) informs such customer or subscriber -

(1) that information maintained for such customer or subscriber by the ser-
vice provider named in such process or request was supplied to or reques-
ted by that governmental authority and the date on which the supplying or
request took place;

(i1) that notification of such customer or subscriber was delayed;

(iii) what governmental entity or court made the certification or determina-
tion pursuant to which that delay was made; and

(iv) which provision of this chapter allowed such delay.

(6) As used in this subsection, the term “supervisory official” means the in-
vestigative agent in charge or assistant investigative agent in charge or an
equivalent of an investigating agency’s headquarters or regional office, or
the chief prosecuting attorney or the first assistant prosecuting attorney or
an equivalent of a prosecuting attorney’s headquarters or regional office.

(b) Preclusion of Notice to Subject of Governmental Access - A govern-
mental entity acting under section 2703, when it is not required to notify
the subscriber or customer under section 2703(b)(1), or to the extent that it
may delay such notice pursuant to subsection (a) of this section, may apply
to a court for an order commanding a provider of electronic communica-
tions service or remote computing service to whom a warrant, subpoena, or
court order is directed, for such period as the court deems appropriate, not
to notify any other person of the existence of the warrant, subpoena, or
court order. The court shall enter such an order if it determines that there is
reason to believe that notification of the existence of the warrant, subpoena,
or court order will result in -
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(1) endangering the life or physical safety of an individual,
(2) flight from prosecution;

(3) destruction of or tampering with evidence;

(4) intimidation of potential witnesses; or

(5) Otherwise seriously jeopardizing an investigation or unduly delaying a
trial.

§2706. Cost Reimbursement

(a) Payment - Except as otherwise provided in subsection (c), a governmen-
tal entity obtaining the contents of communications, records, or other infor-
mation under section 2702, 2703, or 2704 of this title shall pay to the person
or entity assembling or providing such information a fee for reimbursement
for such costs as are reasonably necessary and which have been directly
incurred in searching for, assembling, reproducing, or otherwise providing
such information. Such reimbursable costs shall include any costs due to
necessary disruption of normal operations of any electronic communica-
tion service or remote computing service in which such information may be
stored.

(b) Amount - The amount of the fee provided by subsection (a) shall be as
mutually agreed by the governmental entity and the person or entity provid-
ing the information, or, in the absence of agreement, shall be determined by
the court which issued the order for production of such information (or the
court before which a criminal prosecution relating to such information
would be brought, if no court order was issued for production of the infor-
mation).

(c) Exception - The requirement of subsection (a) of this section does not
apply with respect to records or other information maintained by a com-
munications common carrier that relate to telephone toll records and tele-
phone listings obtained under section 2703 of this title. The court may,
however, order a payment as described in subsection (a) if the court
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determines the information required is unusually voluminous in nature or
otherwise caused an undue burden on the provider.

§ 2707. Civil Action

(a) Cause of Action - Except as provided in section 2703(e), any provider
of electronic communication service, subscriber, or customer aggrieved by
any violation of this chapter in which the conduct constituting the violation
is engaged in with a knowing or intentional state of mind may, in a civil
action, recover from the person or entity which engaged in that violation
such relief as may be appropriate.

(b) Relief - In a civil action under this section, appropriate relief includes -

(1) such preliminary and other equitable or declaratory relief as may be
appropriate;

(2) damages under subsection (c); and

(3) a reasonable attorney’s fee and other litigation costs reasonably
incurred.

(c) Damages - The court may assess as damages in a civil action under this
section the sum of the actual damages suffered by the plaintiff and any
profits made by the violator as a result of the violation, but in no case shall
a person entitled to recover receive less than the sum of $1,000. If the vio-
lation is willful or intentional, the court may assess punitive damages. In
the case of a successful action to enforce liability under this section, the
court may assess the costs of the action, together with reasonable attorney
fees determined by the court.

(d) Disciplinary Actions for Violations - If a court determines that any agency
or department of the United States has violated this chapter and the court
finds that the circumstances surrounding the violation raise the question
whether or not an officer or employee of the agency or department acted
willfully or intentionally with respect to the violation, the agency or depart-
ment concerned shall promptly initiate a proceeding to determine whether
or not disciplinary action is warranted against the officer or employee.
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(e) Defence - A good faith reliance on -

(1) a court warrant or order, a grand jury subpoena, a legislative authori-
zation, or a statutory authorization;

(2) arequest of an investigative or law enforcement officer under section
2518(7) of this title; or

(3) a good faith determination that section 2511(3) of this title permitted
the conduct complained of;

is a complete defence to any civil or criminal action brought under this
chapter or any other law.

(f) Limitation - A civil action under this section may not be commenced
later than two years after the date upon which the claimant first discovered
or had a reasonable opportunity to discover the violation.

§ 2708. Exclusivity of Remedies

The remedies and sanctions described in this chapter are the only judicial
remedies and sanctions for no constitutional violations of this chapter.

§2709. Counterintelligence Access to Telephone Toll and Transactional
Records

(a) Duty to Provide - A wire or electronic communication service provider
shall comply with a request for subscriber information and toll billing re-
cords information, or electronic communication transactional records in its
custody or possession made by the Director of the Federal Bureau of Inves-
tigation under subsection (b) of this section.

(b) Required Certification - The Director of the Federal Bureau of Investi-
gation, or his designee in a position not lower than Deputy Assistant Director,
may -

(1) request the name, address, length of service, and local and long distance
toll billing records of a person or entity if the Director (or his designee in a
position not lower than Deputy Assistant Director) certifies in writing to
the wire or electronic communication service provider to which the request
is made that -



30 Chapter 2

(A) the name address, length of service, and toll billing records sought are
relevant to an authorized foreign counterintelligence investigation; and

(B) there are specific facts giving reason to believe that the person or entity
to whom the information sought pertains is a foreign power or an agent of a
foreign power as defined in section 101 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1801); and

(2) request the name, address, and length of service of a person or entity if
the Director (or his designee in a position not lower than Deputy Assistant
Director) certifies in writing to the wire or electronic communication service
provider to which the request is made that -

(A) the information sought is relevant to an authorized foreign counterintel-
ligence investigation; and

(B) there are specific facts giving reason to believe that communication
facilities registered in the name of the person or entity have been used,
through the services of such provider, in communication with -

(1) an individual who is engaging or has engaged international terrorism as
defined in section 101(c) of the Foreign Intelligence Surveillance Act or
clandestine intelligence activities that involve or may involve a violation of
the criminal statutes of the United States; or

(ii) a foreign power or an agent of a foreign power under circumstances
giving reason to believe that the communication concerned international
terrorism as defined in section 101(c) of the Foreign Intelligence Surveil-
lance Act or clandestine intelligence activities that involve or may involve
a violation of the criminal statutes of the United States.

(c) Prohibition of Certain Disclosure - No wire or electronic communica-
tion service provider, or officer, employee, or agent thereof, shall disclose
to any person that the Federal Bureau of Investigation has sought or ob-
tained access to information or records under this section.

(d) Dissemination by Bureau - The Federal Bureau of Investigation may
disseminate information and records obtained under this section only as
provided in guidelines approved by the Attorney General for foreign intel-
ligence collection and foreign counterintelligence investigations conducted
by the Federal Bureau of Investigation, and, with respect to dissemination
to an agency of the United States, only if such information is clearly rele-
vant to the authorized responsibilities of such agency.



Legal and Socio-Ethical Issues in Online Business 31

(e) Requirement That Certain Congressional Bodies Be Informed - On a
semiannual basis the Director of the Federal Bureau of Investigation shall
fully inform the Permanent Select Committee on Intelligence of the House
of Representatives and the Select Committee on Intelligence of the Senate,
and the Committee on the Judiciary of the House of Representatives and
the Committee on the Judiciary of the Senate, concerning all requests made
under subsection (b) of this section.

§ 2710. Wrongful Disclosure of Video Tape Rental or Sale Records

(a) Definitions - For purposes of this section -

(1) the term ‘“consumer” means any renter, purchaser, or subscriber of
goods or services from a video tape service provider;

(2) the term “ordinary course of business” means only debt collection
activities, order fulfilment, request processing, and the transfer of owner-
ship;

(3) the term “personally identifiable information” includes information
which identifies a person as having requested or obtained specific video
materials or services from a video tape service provider; and

(4) the term “video tape service provider” means any person, engaged in
the business, in or affecting interstate or foreign commerce, of rental, sale,
or delivery of pre-recorded video cassette tapes or similar audio visual ma-
terials, or any person or other entity to whom a disclosure is made under
subparagraph (D) or (E) of subsection (b)(2), but only with respect to the
information contained in the disclosure.

(b) Video Tape Rental and Sale Records -

(1) A video tape service provider who knowingly discloses, to any person,
personally identifiable information concerning any consumer of such pro-
vider shall be liable to the aggrieved person for the relief provided in sub-
section (d);

(2) A video tape service provided may disclose personally identifiable
information concerning any consumer -

(A) to the consumer;

(B) to any person with the informed, written consent of the consumer given
at the time the disclosure is sought;
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(C) to a law enforcement agency pursuant to a warrant issued under the
Federal Rules of Criminal Procedure, an equivalent State warrant, a grand
jury subpoena, or a court order;

(D) to any person if the disclosure is solely of the names and addresses of
consumers and if -

(1) the video tape service provider had provided the consumer with the oppor-
tunity, in a clear and conspicuous manner, to prohibit such disclosure; and

(i1) the disclosure does not identify the title, description, or subject matter
of any video tapes or other audio visual material; however, the subject mat-
ter of such materials may be disclosed if the disclosure is for the exclusive
use of marketing goods and services directly to the consumer;

(E) to any person if the disclosure is incident to the ordinary course of
business of the video taper service provider; or

(F) pursuant to a court order, in a civil proceeding upon a showing of com-
pelling need for the information that cannot be accommodated by any other
means, if -

(i) the consumer is given reasonable notice, by the person seeking the dis-
closure of the court proceeding relevant to the issuance of the court order;
and

(i1) the consumer is afforded the opportunity to appear and contest the
claim of the person seeking the disclosure. If an order is granted pursuant to
subparagraph (C) or (F), the court shall impose appropriate safeguards
against unauthorized disclosure.

(3) Court orders authorizing disclosure under subparagraph (C) shall issue
only with prior notice to the consumer and only if the law enforcement agency
shows that there is probable cause to believe that the records or other in-
formation sought are relevant to a legitimate law enforcement inquiry. In
the case of a State government authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pursuant to
this section, on a motion made promptly by the video tape service provider,
may quash or modify such order if the information or records requested are
unreasonably voluminous in nature or if compliance with such order other-
wise would cause an unreasonable burden on such provider.

(c) Civil Action -

(d) Any person aggrieved by any act of a person in violation of this section
may bring a civil action in a United States district court
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(e)(2) The court may award -

(A) actual damage but not less than liquidated damages in an amount of
$2,500;

(B) punitive damages;

(C) reasonable attorneys’ fees and other litigation costs reasonably incurred;
and

(D) such other preliminary and equitable relief as the court determines to be
appropriate.

(3) No action may be brought under this subsection unless such action is
begun within 2 years from the date of the act complained of or the date of
discovery.

(4) No liability shall result from lawful disclosure permitted by this section.

(f) Personally Identifiable Information - Personally identifiable information
obtained in any manner other than as provided in this section shall not be
received in evidence in any trial, hearing, arbitration, or other proceeding in
or before any court, grand jury, department, officer, agency, regulatory
body, legislative committee, or other authority of the United States, a State
or a political subdivision of a State.

(g) Destruction of Old Records - A person subject to this section shall des-
troy personally identifiable information as soon as practicable, but no later
than one year from the date the information is no longer necessary for the
purpose for which it was collected and there are no pending requests or
orders for access to such information under subsection (b)(2) or (c)(2) or
pursuant to a court order.

(h) Preemption - The provisions of this section preempt only the provisions
of State or local law that require disclosure prohibited by this section.
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§ 2711. Definition for chapter

As used in this chapter -

(1) the terms defined in section 2510 of this title have, respectively, the
definitions given such terms in that section; and

(2) the term “remote computing service” means the provision to the public
of computer storage or processing services by means of an electronic com-
munication system.

Source:  http://www.phillipsnizer.com/library/topics/computer_fraud.cfm:
accessed: 25/01/2007. A compilation by Martin Samson

2.3 Social and Ethical Issues

Although society abhors fraud and accepts that it is wrong and should be
prevented. The methods that are used to detect or prevent fraud sometimes
conflict with the law and also violate the right of the individual’s privacy.
This section examines certain factors that restrain the effective application
of methods developed and devised to detect or prevent crime. Privacy is
one of such factors. A method such as data marching of personal records
compiled for unrelated purposes actually violates the data processing act
1984 that have subsequently been reviewed since 1992, 1998 and 2000.
Despite that this is supported by the Act, end users have the right to control
personal information and prevent its use without consent for purposes unre-
lated to those for which it was collected. The due process of the law, also
makes it difficult for the individual not to be notified in a situation where
data marching have taken place and has been found to fall in a category
where he is possibly viewed as a potential fraudulent person. Since notify-
ing the individual might affect the investigation, his right for justice in most
instances is curtailed.

Although it might affect the course of the investigation, apprehending or
arresting people on the grounds of data marching on possibly an insecure
computer system mounted somewhere is ethically wrong. If we, persons of
information systems management background, view this as ethically incor-
rect, what will be the ordinary person’s view. It will certainly be seen as a
humiliation and a miscarriage of justice in any form. As a result of this
societal response, the security of distant funds transfer and other banking



Legal and Socio-Ethical Issues in Online Business 35

activities are sometimes crippled by this social issue, as such crimes are
committed without anyone being held responsible. “Power imbalance or
power in the wrong hands”. This is how we term it, because too much
power has been given to ordinary people to explore technology to any ex-
tent to which they desire. If there will be improvement in the security man-
agement of information then the power balance much change. Internal
controls must be highly improved and co-ordinated through all banking
institutions. Companies are marketing their products at the expense of in-
formation security, in view of this Governments must review policies that
control the operations of businesses.

2.4 Summary

Chapter 2 discussed legal issues on Online transactions and electronic secu-
rity by providing key references to independent organisations that sought
the interest of consumers. References were also made to common acts of
the legislature adopted globally. A compilation by Martin Samson on inter-
pretations of internet law was presented. The chapter focused on internet
law because the author believed that it was essential that stakeholders of
Online Business understood the implications of internet law on Online
Business since it constituted an important aspect of the legal framework.
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Online Business Systems

3.1 Introduction

The author believes that Online Business Systems are both Heterogeneous
and Hetero-standard. This means infrastructure of these systems are sup-
ported and serviced by different service providers operating with different
security and quality standards. On the contrary, most expert and non expert
end users and consumers of Online Business Systems view it as heteroge-
neous and homo-standard. Consumers view Online Business as services
from different providers, however of equal security and quality standard.
In a world where electronic commerce activities transcend the walls and
boundaries of every country, this cannot be the case. Due to the conflicting
demands of Online Business, there is no single technology that is capable
of meeting the consumer’s demand. This causes the need to understand
concepts underpinning heterogeneous and hetero-standard systems across
global computer networks.

3.2 Heterogeneous and Hetero-Standard Systems

The term “heterogeneous system” in lay term refers to two or more com-
puter or communication networks serviced or supported by different ven-
dors that have the capability to operate and communicate using different
software and hardware. The term “hetero-standard system” is a term
coined by the author to refer communication networks that are governed by
different security and quality standards. A heterogeneous system is synony-
mous to a distributed system. The main difference is that heterogeneity is
central and a functional characteristic of a distributed system, while a distri-
buted system comprises distributed processes and communication network.
Examples are the Internet via Transport Control Protocol/Internet Protocol
(TCP/IP) and Asynchronous Transfer Mode (ATM).
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The infrastructure of such a heterogeneous architecture is made of middle-
ware, operating system and of course a communication network. In a conser-
vative sense, an operating system has middleware functionality. However,
in more recent times, middleware has become an independent area of tech-
nology that drives heterogeneous systems.

3.3 Infrastructure

Online Business Systems Infrastructure mainly comprise Telephone, ISDN
(Integrated Service Digital Network), VoIP (Voice over Internet Protocol),
Internet, LAN (Local Area Networks), MAN (Metropolitan Area Network),
WAN (Wide Area Networks), Smart Mobile Phones and Computers with
WLAN, Bluetooth, Infrared, GPRS, Satellite Receivers, GPS Systems with
real time data synchronisation capabilities and Database Management Sys-
tems. There are also Video Networks and IP Camera Systems for business
activities and processes that require the synchronization of static and mov-
ing image transfer across a communication network. Connecting devices
play a vital role within the communication infrastructure.

3.3.1 Telephone

A Telephone in simple terms is a medium that carries voice signals from
one point to another. You may understand this better by conducting a
primitive experiment. Take two matches or scratch boxes. Create a hole in
both boxes using a sharp and pointed needle. Tie a thread at both ends at a
distance of 10 meters. Attempt to communicate with another person by
making that person hold the other end. You will observe that the voice sig-
nal received at the other end is audible. The thread serves as a medium
carrying the voice signals in wave form at both ends.

A basic Telephone system is a communication device that consists of a
handset, receiver and a twisted pair cable or wire that is usually connected
to the handset. Every handset has a base station. This base station is also
designed to support a cordless or wireless phone which has no direct con-
nection to the base station. Cordless phones of such nature communicate
within a 30 meter radius. A Telephone is also known as a local loop. Co-
axial lines or wires connect to a local loop or pole that is usually located in
the local community or resident where the communication will take place.
Local loops in the residential area serve as communication links to a central
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office that has a more robust communication node and line capable of co-
ordinating signals from local residents to other communities. The node in
communication technology is called a trunk. Calls made from local resi-
dents via the trunk may be directed to other residents in the local commu-
nity or channelled to a long distance service provider facilitating the calls to
appropriate destinations.

Telephone systems communicate by using number allocation systems. This
is common knowledge and need no mention. The numbers usually com-
prise an area code, an exchange number and a subscriber’s extension. For
example this UK number is split into three parts; +44-0208-22398.

3.3.2 Getting Familiar with Telephone Network

In general Telephone Networks comprise a Subscriber, Local exchange
(LE), Public Switch Telephone Networks (PSTNs), Mobile Switching
Centres (MSC), Private Branch Exchange (PBE), International Gateway
Exchange (IGE), and Gateway Mobile switching Centres (GMSC). These
networks are all integrated to one another in modern telephone networks as
Integrated Services Digital Network (ISDN).

3.4 Integrated Services Digital Network (ISDN)

Integrated Services Digital Network provides end user access to public ac-
cess networks between homes and businesses. It enables users to send fax
messages, Teletext, credit card calling, call forwarding and effective an-
swering system. ISDN provides a higher capacity data transfer compared to
ordinary telephone systems and lines. Users are charged by the capacity or
volume of data transfer rather than the time spent during connection. It is
designed to maintain effective and more efficient public telecommunica-
tions network that support residential and business users who engage in
activities such as electronic and online banking. ISDN uses complimenting
technologies such as the frame relay. It ensures permanent connection
dedicated for data transfer, excluding voice signals.
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3.5 Local Area Network (LAN)

A local area network (LAN) is a computer or communication network that
covers 100 meters radius. It is usually within a local community. Example
is a computer network in a building or buildings across different parts of a
local community. A LAN comprise a number of computers usually be-
tween 2 and 200 computers or more depending on how a Systems Analyst
or Designer determines the physical structure and logical configuration of
the network. It also comprises a thin cable called twisted pair, red copper
cables known as coaxial cable, a fibre optic on some occasions, a hub or
switch. The Hub or Switch is an interface device that enables the intercon-
nection of 2 to 16 computers to form a single node. The node is analogous
to the node of a tree, where one or more branches sit on a single node of
that tree. Each computer is networked to another computer via what is
known as a network interface card (NIC). This resides in almost every IBM
standard computer. There is sometimes the use of a Bridge, a more sophis-
ticated device that enable 8 to 36 computers to interconnect on a single
node or branch on the network. A Small Medium Enterprise (SME) can use
such a network to conduct its business activities using an ISDN, Frame
Relay or the Internet.

3.6 Wide Area Networks (WAN)

A wide area network (WAN) is a network that covers a long distance usu-
ally more than 100 meters radius. It connects towns, cities and countries. It
follows a structure similar to that of a LAN, except within it’s topology it
has devices that enable the interconnection of networks usually dispersed
across the size of a country. Such devices include routers, bridges, repeaters,
fibre optic and submarine cables used for more robust data transmission.
A device such as Modem used at homes due to the use of the Internet is
also used to connect computers remotely through a telephone line. In prac-
tical terms the Internet is a form of WAN which is accessible by the public.
A unique feature of WAN is its ability to allow multiple computer users to
share resources through a remote connection.
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3.7 Internet and Voice over IP (VoIP)

The internet is a public network accessible via a network and data transmis-
sion protocol known as TCP/IP. It has become the major stream and vehicle
to Online Business and electronic commerce. It is also called an IP Net-
work.

3.7.1 Architecture of IP Networks

The TCP/IP family of communication protocols is used to support inter-
networking in enterprise and inter-enterprise applications. The protocols,
which include the Internet Protocol (IP), the Transmission Control Protocol
(TCP), the User Datagram Protocol (UDP) and other application protocols,
are normally deployed in layers, with each layer responsible for a different
aspect of data communication Minoli (1998).

1. The Link Layer (or Network Interface Layer)

This includes the device driver in the operating system and the correspond-
ing network interface card in the computer. These handle all the hardware
details of physically interfacing with the cable (Minoli) 1998.

2. The Network Layer (or Internet Layer)

This handles the movement of packets, such as routing, in the network.
IP provides the network layer in the TCP/IP protocol suite (Minoli) 1998.
It also contributes to network address translation.

3. The Transport Layer

This provides a flow of data between two end systems. The TCP/IP proto-
col suite has two transport protocols, Transmission Control Protocol (TCP)
and the User Datagram Protocol (UDP). TCP provides a reliable connec-
tion-oriented flow of data between two hosts. Some of the functions of TCP
are partitioning of data from the application layer into appropriately sized
frames for the network layer below, acknowledging packets received and
setting time-outs to ensure that the other end acknowledges packets that are
sent. The reliable flow of data provided by TCP makes it possible for the
application layer to ignore these details. UDP, on the other hand, provides a
much simpler service to the application layer. It offers an unreliable con-
nectionless data transmission service by sending packets of data called
datagrams from one host to the other, but does not guarantee the delivery of
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the datagrams to the other end. The application layer must add any desired
reliability (Minoli) 1998.

3.8 VolP

Voice over Internet Protocol is the ability to make telephone calls and send
faxes over IP-based data networks with a suitable quality of service (QoS)
and superior benefit. VoIP is a new low-quality and inexpensive service. It
does not match the existing phone system in terms of voice quality, reliabi-
lity and security. In a similar way to other innovations, it has the potential
to improve faster than its established competitor and eventually replace
the existing higher-quality telephone service in the mainstream market
Woabank (2000).

The immediate goal of VoIP service providers is to reproduce existing tele-
phone capabilities at a significantly lower “total cost of production” and to
offer a technically competitive alternative to (Public Switch Telephone
Network) PSTN, thereby companies can reap the benefits such as reduced
operational costs, improved organizational flexibility and a single network
topology Woabank (2000).

Although there are reasons for the migration of Voice traffic to IP net-
works, there are certain problems or obstructions to be tackled, amongst
them are end-to-end delays. This is one of the most important factors for
the quality of interactive voice communication between two persons. When
this exceeds a certain value, the interactive nature becomes more like a
half-duplex communication (the listener assumes that the speaker has not
yet began the conversation and begins to speak, but in the meantime the
speech from the other end arrives). Another factor considered is the delay
jitter, which obstructs the proper reconstruction of voice packets in their
original sequential and periodical pattern; it is basically interpreted as the
difference in the total end-to-end delay of two voice packets in the flow
Kos (2002). There is also a Frame deletion which occurs when the IP packets
carrying speech frame does not arrive to the receiver in time due to reasons
considered above. The last factor is Out-of-order packet delivery, a phe-
nomenon that occurs in the network with a complex topology of more than
one path between sender and receiver Kos (2002).
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The quality of services (QoS) remains a major risk factor for this techno-
logy. It was ascertained that the introduction of QoS to IP network does
have effect on all four-performance measures. This can explain why net-
work equipment manufacturers are putting high bets and hopes for the
introduction of QoS mechanism into IP networks. Though there are other
means to improve performance of the application, they however require
real-time transmission, (Kos) 2002.

VolIP is becoming popular and widely mentioned among the user commu-
nity. As a result of this, it will be appropriate to explain basic technical
jargons for both technical and non technical readers.

James (2004) referred to VoIP as a means of making cheap or even free
phone calls using the Internet. It takes advantage of one of the important
characteristics of the Internet; that you are not charged for the distance data
travels. Using VoIP means you can talk as long as you want. In fact, VoIP
might not just be cheaper than the traditional phone system, it may also be
superior in quality.

Users expect such connections to provide the same voice quality as the
Public Switched Telephone Network (PSTN). The protocols for defining a
data network were designed for non-real-time data traffic, where network
congestion results in dropped packets and requests for retransmissions,
Mehta (2001).

3.8.1 IP Telephony

Minoli (1998) states that IP Telephony uses a single network to carry voice
and video data traffic, as a result creating a single consolidated network
environment. It consists of three areas, Voice, Video and text (Fax).

Williams (2004) states that “IP (Internet Protocol) address comprises a
network number and PC or host number allocated internally or externally”.
The internal allocation of IP address is known as a private unofficial IP
address, which consists of a network and a host number. It represents the
source and destination of packet information. IP is the method used to send
data from one computer to another via the Internet. Every network is linked
or interfaced to the Internet via a router that has an IP address. In other
words a router has IP information regarding all networks linked to itself.
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IP Telephony covers the technologies that use this packet-switched app-
roach to exchange voice, video, fax and other kinds of communication,
over shared lines in a dependable flow. Previously these have been carried
using the circuit-switched connections of voice-oriented Public Switch
Telephone Networks (PSTN)’s Woabank (2000).

3.8.2 IP Telephony Technology

This section describes the technology of IP telephony, voice digitization
and compression techniques. It further describes different types of IP tele-
phony configuration, the protocols and their standards. Voice over IP (VoIP),
also known as IP telephony is not a network, but a new application on
Internet protocol network, where voice is transported on a network that
uses circuit-switching technology. IP telephony has grown and is now be-
coming part of the mainstream telecom scene. All of the world’s top Tele-
communications organisations are exploiting IP telephony in some way,
although few are reacting to the full breadth of its impact. This section
briefly examines the operation and performance of VolP, considering is-
sues with its deployment and reviewing the gains and barriers of deploying
VolIP Lee (2001).

Lee et al (2001) also refers to VoIP as the next generation telephony, com-
puter telephony integration, packet telephony, intranet and or extranet tele-
phony, voice over the network or voice conferencing, but preferable as IP
telephony. This means the use of Internet technology to replace a long dis-
tance, or international provider of traditional telephone service, or an en-
hanced form of human-to-human communication using the computer as the
user interface rather the telephone.

On the other hand, Hart (2003) describes it as voice over data and internet
telephone service which operates by converting voice signals to data pack-
ets, sending these data packets through the internet, converting these pack-
ets back into telephone signals, and managing the overall call setup (dialup)
connection, and termination (hang-up). Hart went further to describe how
the quality of service for Internet telephone could be measured. An ordi-
nary telephone is plugged into an adapter that connects to the broadband
setup. The call is routed over the Web to a VoIP service provider which
connects the calls to the telephone system.
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The diagram in figure 6 illustrates the operation of Voice over IP
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Figure 6 — Operation of Voice over IP
Source: http://www.acterna.com/images/products/2nd_level product pages/voip.jpg

3.8.3 Types of IP Telephony Configuration

(Lee et al 2001) analysed three important classes of Internet Telephony
applications, which are:

1. Class 1-IP Terminal to IP Terminal

These are proposals with the goal of using the internet to provide plain old
telephone service, telephony between existing telephone end user equip-
ment, requiring technology for interconnection between PSTN and internet
networks without the need for computer based end nodex. This configura-
tion also requires both parties participating in the call to have a PC with
software. The PC software does the compression and decompression of the
data being transferred.

2. Class 2-IP Terminal to Phone or Phone to IP Terminal

These are proposals that require interoperation between the existing tele-
phone and Internet networks, providing communications between users
with either computers or existing telephone sets as end systems. This con-
figuration requires a gateway on the edge of the IP network to translate the
packets on the IP network to a suitable form for the switched circuit net-
work. This gateway takes care of the signalling between the two networks.
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Figure 7 — IP terminal to phone
Source: (Koistinen) 1998

3. Class 3-Phone to Phone

These are proposals that use Internet — attached computers to provide some
form of human communication across the packet-switched Internet. More
than one gateway is required, with gateways on both ends taking care of
traffic and signalling translations between networks. Here it is complete
form of internet-based communication and does not involve any aspect of
PSTN. It is 100% Internet and 0% PSTN.

3.9 Supporting Protocols and Standards

Protocols are the languages used for communication amongst different
equipments available in IP telephony. Signalling protocols are used to set
up and tear down calls, carry information required to locate users and nego-
tiate capabilities. These signalling protocols are at the heart of [P telephony
and distinguish it from other services. Media controlling protocols are used
for controlling telephony gateways from external call control elements
called media gateway controllers or call agents. Since IP telephony is still
in its infancy, discussions have centred on how the protocol will bridge the
legacy and next-generation networks. There are two main protocols that
have taken shape: H.323 and Session Initiation Protocol (SIP). Two other
protocols, which are also in use, are the Simple Gateway Control Protocol
(SGCP) and the Media Gateway Control Protocol (MGCP). These will not
be discussed in this section. Apart from these protocols, there are also other
supporting protocols such as the Real-time Transport Protocol (RTP), the
Real Time Control Protocol (RTCP), Session Description Protocol (SDP),
Real Time Streaming Protocol (RTSP) and Session Announcement Proto-
col (SAP). This section will describe the H.323 protocol.
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3.9.1 H.323 Protocol

H.323 is an umbrella recommendation from the International telecommuni-
cations Union (ITU) that sets standards for multimedia communications
over Local Area Networks (LANs). These standards do not provide a guar-
anteed Quality of Service (QoS). ITU’s Study Group 16 approved the first
version in 1996, while version 2 was approved in January 1998. The H.323
standard provides a foundation for audio, video and data communications
across IP-based networks. H.323 is part of a larger series of communica-
tions standards that enable video-conferencing across a range of networks
known as H.32X. This series includes H.320 and H.324, which address
ISDN and PSTN communications, respectively.

The H.323 standard consists of the following components and protocols:
Feature Protocol

Call Signalling H.225

Media Control H.245

Audio Codecs G.711, G.722, G.723, G.728, G.729
Video Codecs H.261, H.263

Data Sharing T.120

Media Transport RTP/RTCP

3.9.2 Architectural Overview H.323 Protocol

The H.323 recommendation covers the technical requirements for audio
and video communications services in LANs that do not provide a guaran-
teed Quality of Service (QoS). H.323 references the T.120 specification for
data conferencing. The scope of H.323 does not include the LAN itself
or the transport layer that may be used to connect various LANs. Only
elements needed for interaction with the Switched Circuit Network (SCN)
are within the scope of H.323. Figure 8 outlines an H.323 system and its
components.
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Figure 8 — Architectural overview of H.323 protocol
Source: ([Databeam)

3.9.3 H.323 Components of a Network-Based Communication System

H.323 defines four major components for a network-based communications
system: Terminals, Gateways, Gatekeepers and Multipoint Control Unit
(MCU).

1. Terminal

A terminal is an end point of LAN client that provides real-time, two-way
communication. In VoIP all terminals must support voice communications.
Video and data are optional. H.323 specifies the modes of operation re-
quired for different audio, video, and/or data terminals to work together.

All H.323 terminals must support H.245, Q.931, Registration/Admission/
Status (RASS) and Real Time Transport Protocol/Real Time Control Pro-
tocol (RTP/RTCP). H.245 is used to negotiate channel usage and capabili-
ties and Q.931 is used for call signalling and call set-up. RASS is a protocol
used to communicate with a gatekeeper while RTP/RTCP is used for se-
quencing audio and video packets. H.323 may also include T.120 data con-
ferencing protocols, video codecs and MCU capabilities.
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2. Gateway

The H.323 gateway is an optional element, which reflects the characteris-
tics of a SCN endpoint, such as the PSTN, and H.323 endpoint. It is used
for translation between audio, video and data transmission formats as well
as communication systems and protocols. This includes call set-up and
teardown on both the IP network and the SCN. Gateways are only required
when there is an interconnection with the SCN. Therefore, H.323 endpoints
can communicate directly over the packet network without connecting to a
gateway. The gateway acts as an H.323 terminal or MCU on the network
and an SCN terminal or MCU on the SCN.

3.10 Wireless and Mobile Communication Systems

Wireless and mobile communication systems support customer service
applications such as emails, directory services, internet browsing, search
activities and many more.

It is advocated by some researchers that wireless communication systems
took root in late 70’s and early 80’s with the introduction of (AMPS) Ad-
vanced Mobile Phone System introduced by AT&T of USA. This was an
analogue system that used frequency modulation to transmit conversation
through wireless medium. This development was superseded by (GSM)
Global System for Mobile Communication. Glenn et al (1999).

Other developments that support modern Online Business include (TDMA)
Time Division Multiple Access and (CDMA) Code Division Multiple Ac-
cess. In CDMA the consumer is allocated a code which enables spreading
of transmission signals across allocated spectrum on the network. It has
been chosen as the multiple signalling format for 3rd generation mobile sys-
tems Gu X, Dodds S.J (2006). It is also designed to provide additional ser-
vices such as high data rate transmission and multimedia data transfer.
(DS/CDMA) Direct Sequence Code Division Multiple Access is designed
for broadband wireless systems. The medium access control layer protocol
for communication is known as “slotted Aloha” Gu X, Dodds S.J (2006).
TDMA allocates time slot within the wireless spectrum to the consumer
from beginning to the end of a conversation. In (FDMA) Frequency Divi-
sion Multiple Access Channel, a channel within a frequency is allocated to
the consumer. Among the technologies mentioned so far, GSM has the
widest coverage and consumer market. The consumer or subscriber can
communicate with the mobile phone almost across the globe via a roaming
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service. Global communication has been effective using wireless satellite
systems. Most Online business activities are mainly supported by satellite
systems.

3.10.1 Basic Concepts in Wireless Systems

A basic wireless communication system comprises a wireless router that
serves as an access point to the wireless network via a computer with an in-
built or plug-in wireless adapter or card. The wireless system can consist of
devices such as smart phones and infrared devices or sensors.

3.10.2 Wireless Communication Standards and Protocols

A communication standard is the agreed data format for communication,
whiles a communication protocol specifies the rules underlying the com-
munication format. Wireless communication standards and protocols sup-
port local area communication networks as well as global communication
networks. This is achieved through protocols and standards such as (WDP)
Wireless Datagram Protocol, (WAP) Wireless Application Protocol gate-
way, Bluetooth, WLAN, WiFi, and WiMax and Satellite. These protocols
play a key role in wireless communication systems. Other forms of wireless
technology supporting mobility in Business and Commerce include the
application of infrared systems, sensor and energy constraint networks.
Authentication protocols that support these systems include Wired Equiva-
lent Privacy (WEP), Medium Access Control (MAC) Filtering, RADIUS,
Kerberos and (WTLS) Wireless Transport Layer Security.

3.10.3 Wireless Local Area Networks (WLAN) Standards

Wireless Local Area Networks (WLAN) use infrared and radio frequency
signals to communicate. These technologies are both part of the (IEEE)
Institute of Electrical and Electronic Engineers 802.11 Wireless LANs stan-
dard. The infrared and radio frequency signals are part of the physical layer
of any WLAN architecture. WLAN supports mobile and portable devices
for home, small businesses, enterprises and accessible public areas. Sections
3.5.3.1 to 3.5.3.2 outline common standards that support wireless local area
networks.
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3.10.3.1 IEEE 802.1x

This identifies and specifies the source of a connection to an entry point or
port of a communication network. There is an authentication service per-
formed for remote connection to the network. It is a specification of a pro-
tocol for data transmission amongst different network nodes. It also links
an authenticator and the authentication service of the network

3.10.3.2 IEEE 802.11

Bluetooth and Handheld devices — An Ad hoc network standard which al-
lows the dynamic connection of remote devices such as mobile telephones,
laptops and PDAs. This standard is designed for connections designed for
non fixed network infrastructure. It supports 1 to 2Mbps data transmission.
Subsets of the standard include the following:

[0 802.11a - High speed WLAN that transmits within 5 GHz band.

(] 802.11b - WLAN standard for 2.4 GHz band. Has a data link rate
of 11Mbps per channel, throughput of 2.5-4Mbps.

[0 802.11d - A roaming standard that supports medium access control
of a network. This standard is not deployed in part of the globe.

[J  802.11e - Supports quality of service.

[0 802.11f - Defines inter-access communication point and multi
splendour authentication.

[J 802.11g - This is physical layer standard for WLAN. Use addi-
tional modulation between 2.4 to 2.4835 GHz bands. Maximum
link rate is 54Mbps for every channel.

[1  802.11h - This standard provides support for the MAC layer for
5Ghz banport level transmission.
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[J  802.11i - Provides a better security than the (WEP) Wired equiva-
lent privacy, more robust encryption standards such as AES 3DES.

[J  802.11n - Provides speed to S00Mbps.

[J 802.1x — This standard is for port access and authentication.

3.10.4 Satellite Systems

A satellite communication system comprises a radio transmitter in a space
station, transponder, a dish, set of antennas and an earthlink or station. Sat-
ellites are located in Orbit which is either geostationary or geosynchronous.
Satellite systems support devices such as cell or mobile phones, i-PaQs or
PDAs. Whiles wireless standards and protocols such as WLAN provide
users and consumers access to the internet, satellites have the capability to
do the same on a global platform Chartrand, Mark R (2004).

3.10.4.1 Satellite Systems, Standards and Service Groups

Satellite systems and standards include NTSC (National Television Stan-
dards Committee), SECAM (Sequential Colour with Memory), and PAL
(Phase Alteration by Line) used in some parts of Europe. Six common ser-
vice groups of satellite communication are; FSS (Fixed Satellite Service),
BSS (Broadcast Satellite Service, MSS (Mobile Satellite Service), RDSS
(Radio Determination Satellite Service), RNSS (Radio Navigation Satellite
Service) and ISS (Inter-Satellite Service) Chartrand, Mark R (2004).

3.10.4.2 Satellite Applications and Services

The type of services satellite systems support includes synchronisation of
distributed data on the internet, pay per view television services and broad-
cast. They also serve as a vehicle for placing telephone calls, making a
video broadcast or video conference. Signals are usually transmitted from
consumers to earth stations using wired media such as coaxial cables and
fibre optic links. Other application areas are audio for radios and music to
i-Pod, in-flight entertainment on aeroplanes. A more recent application avail-
able to consumers is satellite navigation systems for vehicles using Global
Positioning System (GPS). A technology useful for location based services,
remote sensing and control.
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A GPS is a system consisting of approximately 24 navigation star satellites
in a 12 hour medium altitude Orbit within a number of planes. Signal
transmission is time based. This means that signal transmission should be
within exact intervals. Users usually receive signals, but cannot transmit
from their receivers. In order for a user’s location or position to be accurate,
information received should originate from a synchronised set of satellites.
GPS function between 1.57542GHz and 1.22760 GHz frequencies. Satel-
lites also support Online Businesses in supply chain management. Many
companies distribute data via LAN, WAN and Internet. The data distri-
buted may be about a product or service information. In Stock Management
and Inventory Control, Satellite Communication could be a very useful
technology for data sharing and matching. This is common in B2C and
B2B environments and useful for Businesses which want to provide logis-
tical support to Clients via seamless communication channels. Delivery
management in B2B applications among super markets and chain stores is
vital if not a critical success factor. Super chain stores also implement Elec-
tronic Point of Sale System (EPOS) hooked unto an inventory system
known as V-SAT. A cross section of internet communication is powered by
satellite technology.

3.10.5 Infrared Systems

Infrared is a form of light wave that is invisible to the human eye. It falls
within the general spectrum of light, which is commonly described as the
Electromagnetic Spectrum (EMS). This EMS comprise light waves. The
waves include microwave, ultra-violet, gama rays, x-rays and near infrared.
There are technological devices at cutting edge that use infrared light wave
to communicate among devices. For example, mobile phones, Laptops, i-pags
(pocket computers), cameras, pen drives etc. Online Business is facilitated
and driven by such devices that have the capability to communicate on a
network platform through infrared ray or light wave. From an end user’s
perspective an infrared transmission is perceived as a form of wireless
communication. It has a wavelength between (—1) and (1) micrometer. An
infrared using imaging technique has a colour which is at the edges of the
colours of rainbow. The imaging is usually captured via the properties of
light such as the wavelength, frequency and energy of the wave signal. Appli-
cations of Infrared include data transfer from a phone to computer or Lap-
top. It can also be used by cameras for night vision, and for purposes of
ubiquitous computing Deremiak E.L and Boreman G.D (1996).
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3.11 Summary

Chapter 3 was an overview and review of Online Business Systems. The
author believes that Online Business Systems are both Heterogeneous and
Hetero-standard. The term “Heterogeneous system” in lay term refers to two
or more computers or communication networks services by different ven-
dors. These vendors have the capability to operate and communicate using
different hardware and software. ‘“Hetero-standard system” refers to commu-
nication networks governed by different security or quality standards. Infra-
structure formed the nucleus of Online Business Systems. The infrastructure
reviewed included; Telephone, Integrated Service Digital Network (ISDN),
Local Area Network (LAN), Wide Area Network (WAN), Voice Over IP
(VoIP), architecture of IP Networks, overview of IP Telephony and associated
configuration. There was emphasis on wireless and mobile communication
systems such as infra red systems, satellite communication, Bluetooth and
WLAN.
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Online Business Security Technologies

4.1 Introduction

This chapter examines Online Business Security Technologies. The chapter
examines security standards and protocols such as SET, SSL and IPSEC.
The chapter explains the role of Virtual Private Networks in Online Busi-
ness transactions. The role of crypto-systems in security is also explained.
New trends in authentication are introduced, whiles common models such
as PPP, CHAP, Kerberos and Biometrics are also re-examined.

4.2  Security Standards and Protocols

“A standard is a document established by consensus and approved by a
recognised body which provides, for common and repeated use, rules, guide-
lines or characteristics for activities or their results, aimed at the achieve-
ment of optimum degree of order in a given context” ISO/IEC Guide 2
(1996).

It is also a document that ensures uniformity, consistency, openness and
global participation in the advancement of technology through set rules and
guidelines Williams (2004). Whiles standards ensure uniformity, openness
and global participation, Protocols serve as rules that govern the implemen-
tation of standards.

The subject of online payment technology is paramount and central to elec-
tronic commerce and business applications. The role of credit cards, such
as its applications in mail and telephone ordering, face to face exchange
and the role of the Internet in online transactions is pivotal to the current
climate of freedom economy. Security standards and protocols including
SSL, SET, and IPSEC contribute to the drivers of cyber commerce. These
technologies are central to the security and success of credit card payments.
The other forms of e-payment systems central to cyber commerce and
Online Business include digital cash and cheque, debit cards, smart cards,
store and loyalty cards, prepaid, telephone and micro payments systems.
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Although there have been much emphasis on online payment systems and
security methods, vulnerability assessment is not adequately performed on
these systems. Security is important to clients who use payment technolo-
gies and systems, although most users and consumers of these online sys-
tems are quite naive about the value of information and associated asset
being protected. It is also true that they are not fully aware of their state
of vulnerability. More recently, mobile payments and wireless systems are
also beginning to play a key role in Online Business.

It is also becoming a subject of critical importance to on-going technologi-
cal agenda within academia and industry. This is also expressed in the
works of Keen and Mackintosh (2001). Software agents are also growing in
popularity within the online auction market, for example e-bay uses agent
applications for searching bargains on the Internet for customers. Software
agents, in lay terms, perform useful services on behalf of customers who
surf the Internet or search online auction market generic services. Examples
of such services are naming and directory services. For instance, Google
search engine applies efficient and intelligent techniques in data search and
retrieval which is tailored to respond to customer and client needs. This can
be further explored in the book “Google Legacy” Arnolds S (2005).

Agnew, Wong, Mirlas, Kou and Lin (2003) present concepts and issues
affecting secure electronic transactions (SET), a standard drawn from con-
tributions made from VISA and Master card. In general security protocols
deployed as part of the TCP/IP protocol suite, include IPsec, SSL and SET.
IPsec is implemented at the network layer. Although contents are usually
protected, there are issues with traceability of source and destination data.
This could be a form of vulnerability. IPsec can also encrypt a standard
message and subsequently place this message in a disguised header. This
technique is known as tunnel mode. This permits users to set up private
groups over networks, usually in the form of VPNs (Virtual Private Net-
works). There are also difficulties in authenticating individual users, since
IP addresses could be shared on a network. Even though SSL has its
strengths, recent developments reveal key vulnerabilities. This is because it
provides only transport level security.
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Most security vulnerabilities originate from the network layer. Also see
Synchronizing E-Security for more information on vulnerability spots on
networks Williams (2003). This might serve as a loop hole if there is no ro-
bust security at the network layer. Complimenting this is application layer
security. SET is a form of application layer security standard that relies
more on digital certificates. Certificates sometimes have trust issues with
them. The subsequent paragraphs provide an outline of SET. Robustness is
a key strength of SET, it however has performance related problems.

SSL lacks effective mutual authentication which is critical to security of
electronic commerce transactions. Section 4.3 discusses these standards in
more detail.

4.3 Managing the Implementation of Standards

The role of standards and its implementation has caused the need to enforce
section 404 of Sarbanes Oxley (SOX) Act as a means of ensuring compli-
ance and control of ICT systems and infrastructure. SOX places importance
on the auditing of ICT systems and associated business processes. It makes
executives to be directly responsible for ensuring that appropriate controls
are implemented across every level of the organisation. The implementa-
tion of controls within organisations is integral, if not central to the man-
agement of risk and security associated with ICT infrastructure. Although
most organisations and businesses have some form of ICT control system
designed to enforce security, they are not always rigorous and adequate.
ICT management personnel and systems should support key areas by play-
ing the following roles in accordance with ICT control objectives for SOX:
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Understand the organisation’s internal control program and its
financial reporting.

Map ICT systems that support internal control to financial report-
ing process to the financial statements.

Identify risks related to these systems.

Design and implement controls designed to mitigate risks identified
and monitoring them for continuous effectiveness.

Document and test ICT controls Ensure that ICT controls are up-
dated and changes as necessary to correspond with changes in inter-
nal control and reporting process.

Participation by ICT in the management of SOX.

Control should cut across areas such as computer operations, data and pro-
gram access, program development and change.

Source IT control objectives for SOX 2nd Edition. Exposure draft 2006.
Standards that could be implemented in conjunction with SOX include,

[

ISO/IEC 17799: 2005 — Code of practice for information security
management usually mapped unto COBIT.
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Table 1 — 11 domain areas of ISO17799-2005

Domain name

Sub domain

Security Policy

N/A

Organizational information
security

Information security infrastructure
Security of third party access
Outsourcing

Asset management

e o O\ L

Accountability of assets
Information classification

Personnel Security & Human
resources security

Security in Job definition and resource
management

User training

Responding to security
incidents/malfunctions

Physical and environment security

Secure areas
Equipment security
General controls

Communications and operations
management

Operational procedures and responsi-
bilities

System planning and acceptance
Protection against malicious programs
House keeping

Network management

Media handling and security

Exchange of information and software

Access control

Business requirement for access
control

User access management

User responsibilities

Network access control

Operating system access Control
Application access control
Monitoring system access and use
Mobile computing and

Tele working

Information system development,
acquisition and maintenance

Security requirement of systems
Security in application systems
Cryptography controls

Security of system files

Security development and support
processes

Information security incident
management

N/A

10

Business continuity
Management

N/A

11

Compliance

Compliance with legal require-
ments

Review of security

Policy and compliance
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Table 1 is an outline of the 11 domain areas that provide the framework for
best code of practice for information security management. It is highly recom-
mended that any information security system implemented should be bench-
marked against this standard. There are other forms of standards that ensure
that other aspects of system requirements are addressed at the appropriate
level Singleton T.W (2006). These standards include;

ISACA — Volume 1 2006, Tommie W. Singleton, COBIT — A key to success
as an ICT auditor.

[0 COBIT - Effective for ICT governance and control framework.
Whiles COBIT3 focuses on how to implement controls COBIT4
focuses on what to do of control. There is emphasis on good prac-
tice, which revolves on standards.

[1 ISO21188 — A public key infrastructure (PKI) standard that ensures
security of financial transactions on the Internet. It is designed to
protect online transactions from identity theft, intrusion attacks and
cyber crime. It provides a set of guidelines designed to assist secu-
rity and audit managers, business directors in the financial sector.

[0 ITIL — This is the Information Technology Infrastructure Library
(ITIL) developed by the UK office of Government Commerce. It is
a source of reference for IT service management. It is effective for
ICT auditing and can be mapped unto other best practice standards
such as COBIT, ISO17799 and BS1500.

[0 ISO/IEC TR-13335 — Guidelines for the management of ICT secu-
rity (technical guidelines).
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[1 NIST 800-14 - Accepted principles and practices for securing ICT
systems.

[0 COSO — Applied for internal control that is mapped unto COBIT.

[1 CMMI - Capability Maturity Model Integration (CMMI), best
practice for improving processes.

[0 FIPS — USA federal information processing standards pub. 200.
Minimum security requirement for federal information systems.

Adopting best practice standards have several benefits, in online business,
such as;

[1 Increase in confidence and trust among customers.
[0  Effective security implementation.
[0 Sustenance of business operations and processes.

[1 Long term cost reduction in training and modalities for exceptional
control.

[0 Benchmark for companies’ performance.

[0 Improvement in auditing of information systems by meeting basic
industry requirements.
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4.3.1 Designing Standards and Policies

Standards designed to ensure the management of effective security tech-
nologies and systems for electronic transactions in a global economy need
to be critically assessed. Until recently customers had to queue at counters
in order to withdraw money, cash their cheques and transfer funds. The use
of sophisticated technology in the banking sector and other financial ser-
vice companies has enabled us to enjoy Online banking service in the com-
fort of our homes and work places. This has been made possible as a result
of e-government policies Gonzi (2001). It is important to bear in mind that
information security management as an issue, is an international one. This is
because although Governments are keen in getting the problem improved,
the approach adopted by advanced economies towards policies and stan-
dards of implementation excludes countries which are less developed. It is
the writer’s opinion and belief that a joint international consultation is
needed to reach a consensus on policies and standards. International con-
sensus means international security support. What it actually implies is that
policies and standards, covering information security, must not be derived
by only the giants in technology, such as Japan, America or UK Williams
(2004).

Lord Renwick former Chairman of the IMIS (Institute for the Management
of Information Systems) political advisory committee in UK on 22nd
October 1997 opened a short debate on electronic commerce asking her
Majesty’s government “What steps Government intended to take to ensure
the city of London remained the leading centre for world-wide electronic
trade in the face of United States government initiatives intended to ensure
that internet-based commerce is conducted under US security standards”
Campbell (1997)?
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“In the introductory analysis it was mentioned that national policies and
standards derived and proposed as international standards and policies were
unlikely to work in the long term. How could one or two countries solve an
issue that needs global participation and co-operation? The open remarks
by Lord Renwick during the debate on such an issue of global concern de-
feated the purpose it was intended to achieve. Although Lord Renwick set
the “ball rolling” by asking such a provocative and thought challenging
question, the end result of such a debate was to determine policies and
standards, which were to be formulated to guide the future of information
security management in the UK” Williams (2003). Recapturing the intro-
duction of the debate, quoting Lord Renwick, “We hear much talk of the
global information society of the future and appear to assume that the lan-
guage will be American, the cultural values those of Hollywood and the legal
values of Perry Mason.” It is not clear what these remarks meant, whether
he made them because America had taken the initiative to set standards and
policies which were supposedly going to govern the security management
of electronic trade world wide, without UK taking the lead in policies and
standards or he had the rest of the world in mind. If the presumption made
here is right, then he equally advocated and supported the notion in the
debate that setting of policies and standards must be approached on an inter-
national platform. Although approaching the setting of policies and stan-
dards from the basis and perception of leaders in the development of the
technology is not completely wrong, such a regional approach must only be
designed by all interest groups world wide and subsequently submitted to
an international forum for discussion.

Adopting a guideline such as (ISO17799) is a way of ensuring that the
required standards are upheld. This ensures that security breaches are pre-
vented. This is because it has already earned international recognition and
acceptance as a very productive way forward to ensuring information sys-
tems process certification. Organisations can have their implementation
of the ISO17799 evaluated and certified under any accredited certification
scheme. Standards driven by more advanced economies with almost no in-
volvement of developing economies are unlikely to succeed, given e-commerce
and Online Business have now become a global agenda. The design of
international policies and its influence on developing economies is insig-
nificant. This is due to the fact that developing economies adopt interna-
tional security standards that are already packaged.
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4.4  Security Systems and Technologies

4.4.1 Secure Electronic Transactions (SET)

Secure Electronic Transaction (SET) is a system for ensuring security of
financial transactions on the Internet. It is also a standard designed to support
the security of credit and electronic card transactions on public networks
such as the Internet. Transactions are verified using digital certificates. SET
uses SSL, Microsoft Secure Transaction Technology (MSTT), and Secure
Hypertext Transfer Protocol (SHTTP). It also applies some aspects of Pub-
lic Key Infrastructure (PKI) discussed in subsequent sections.

4.4.2 Virtual Private Networks (VPN)

VPN is a tunnel created through a public network (Internet) that carries en-
crypted data via the network. Business to Business (B2B) communications
usually uses this form of network to ensure that integrity and confiden-
tiality of data sent across the businesses involved in the transaction and
commercial activity is protected. Businesses use VPN due to its cost effec-
tiveness. Prior to VPN two or more organisations who wanted to do busi-
ness had to setup a wide area network (WAN) as a means of ensuring
security of data sent to the respective locations of these organisation. The
common attacks that VPN attempts to prevent include spoofing, session
hijacking of a network device such as the firewall. Some other attacks are
eavesdropping or sniffing, man in the middle attack and brute force. Refer
to chapters five and six for the descriptions and explanations of these at-
tacks. The main requirements of a VPN implementation is a VPN Client
and Server and a tunnel that connects the client and server in front of a
firewall. See example in figure 9.
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Figure 9 — VPN server in front of firewall

The encryption of the tunnel could be implemented by using protocols such
as IPSEC, PPP and SSL.

4.4.3 IP Security (IPSEC)

IP security commonly known as IPSec is a protocol designed to primarily
provide security at the network layer of the TCP/IP protocol suite. It is used
to enable private communication and data transfer on public networks such
as the Internet with the sole aim of making the communication secure. It is
an open standard that could be deployed in conjunction with other open
standards. It is usually used to create a virtual private network (VPN). VPN
implementation improves authentication and the prevention of denial of
service (DOS) and replay attacks. This is because the connection is secured
and insulated from the public domain. IPsec consist of the following ele-
ments:

1. A set of two security protocols, known as Authentication Header (AH)
and Encapsulating Security Payload (ESP).

2. The Internet Key Exchange (IKE) protocol IPsec uses IKE to negotiate
IPsec connection configuration. It provides end point authentication; set up
security parameters, manage key distribution and communication channels.

3. IP Payload compression protocol for packet compression prior to encryp-
tion.
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There are 3 basic VPN models implemented using IPsec. These are; Gate-
way to Gateway, Host to gateway and host to host.

Gateway to Gateway — implementation protects inter-network communi-
cation and ensures the security of data transmitted. This could be business
to business connections B2B or Internet Service Provider ISP to ISP.

Host to Host — A tunnel implementation that protects two interconnected
computers. This could be a set of nested clients or servers.

Gateway to Host — This is connection between a network and a home
computer or single client.

4.44 Secure Socket Layer (SSL)

Secure socket layer is a protocol applied to secure the transport layer of the
TCP/IP protocol. Its application supports inter and intra-website communi-
cation. SSL uses asymmetric cryptography to encrypt data transferred across
a network. One key is used to encrypt while another is used to decrypt. These
keys are known as private and public keys. The public key encrypts whiles
the private key decrypts Keys are deployed in the form of digital certifi-
cates for purposes of key exchange and authentication.

Authentication is at client and server levels. Although SSL intends to pro-
vide confidentiality and integrity services using Data Encryption Standard
(DES) algorithm, it has its own embedded weaknesses.
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Below are processes that highlight how SSL works.

e Let us assume a costumer make a request from a website, which has
SSL  implemented, with the Uniform Resource Locator (URL)
http://www.godfried.com it is initiated as a secure login request
https:\\godfriedserver.com\data

e The server sends X.509 certificate containing server’s public key

e Customer authenticates certificate against a list of known certificates
from certification authorities

e Data is encrypted using a public key

e The encrypted data known as a cyphertext is decrypted using a private
key.

Since SSL is more dependent on trust as compared to other security sys-
tems, it becomes more vulnerable to the man in the middle attack. This is
because the customer/Client request should have a high level of confidence
in the certificate issued or the certification authority. If we were to base our
analysis on this assumption, it will imply that a certificate which is faked
will be difficult to detect. From a more technical point of view, the socket
layer comprises a port number and an IP address, which functions at the
transport layer. The dynamic allocation of IP addresses and the ability to
scan ports serve as vulnerability elements and key security concerns. There
are also issues associated with key distribution with particular emphasis on
the key distribution database IBM (2004).

4.5 Encryption and Online Security

It is vital to note that the art and science of cryptography provide support to
data confidentiality, integrity and availability. There is significance placed
on the common algorithms applied in business and commerce world that
employ cryptography based systems. This intricacy is relevant for under-
standing the issues associated in ensuring that data which traverse across
networks that support electronic commerce and business are secured. Most
common algorithms include DES, 3DES, AES, RSA and Diffie-Hellman
public key distribution scheme. These form the caucus of technologies re-
quired for ensuring privacy and protection of data.
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4.5.1 DES,3DES and AES

DES is an acronym for Data Encryption Standard. It is a crypto algorithm
and standard that uses symmetric or same encryption and distribution keys
for converting plaintext to cipher-text. The key length of DES is 56 bit. In
the mid 90’s DES became weak and unreliable as a crypto algorithm. It was
broken using a computer with reasonable computational strength. The tech-
nique for breaking the key is known as brute force or in-depth key search.

3DES also known as triple DES. It is a derivative of DES. It uses double
encryption and single decryption. It has embedded weakness which was in-
herited from DES. New developments in encryption standard has led to
AES (Advanced Encryption Standard). Although there are a number of algo-
rithms considered to be AES, Rijndael algorithm is federal information pro-
cessing standard for AES. Rijndael has key length ranging from 128, 192
and 256 bits. One of the main reasons why Rijndael has become an AES
defacto standard is based on reasons such as its capability to handle non-
linearity among bits and efficiency of computer memory use Onwubiko C
(2006).

4.5.2 Encryption and Authentication

Authentication is equally crucial and essential in Online Business as dis-
cussed in Williams (2003). Issues related to authentication of e-commerce
activities could enlighten both technical and non technical people respec-
tively regardless of their interest in the subject matter. This could serve as a
catalyst in transforming their understanding and appreciation of the issues
involved. This is based on the notion that end users seem to lack interest in
technical intricacies, although this could vary from one case to another.

Server security is equally important in Online Business security modelling,
a view shared by other authors, and researchers in this field. Confidentia-
lity, Integrity, Availability, Non repudiation, Authentication, Audit and third
party systems are required to facilitate electronic commerce transactions.
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According to Zhang and Wang (2003), the history and background of the
science and art of cryptography dates back as far as 1900 BC in the days of
circa, when it was mainly used for armed forces purposes. Trust, access
control and corporate security ensure some level of integrity, although that
was not the original purpose of the science and art. The different forms of
crypt-analysis provide useful insights to the meaning of cipher text and pro-
tected data, and the problems caused when confidentiality of data, becomes
compromised. Attacks such as plain text attacks, chosen plain text attack,
known plaintext attack, man in the middle attack, correlation against hard-
ware and faults in crypto-systems are issues that need to be addressed.
Quantum computing is a research area related to polynomials and discrete
logarithms that could contribute solutions to Online Business problems. It
is, however, not in a matured stage. DNA computing is also being devel-
oped to address crypto systems implemented globally on Online Business
Systems.

4.5.3 New Trends in Authentication

Authentication is more comprehensive and effective when it is bi-directional.
This means that, authentication should not only focus on consumers, but
also ensure that systems which provide services for consumers are themselves
authentic. One of the goals of authentication is to establish trust between
customers and service providers. For Online systems, one will need to
ensure that two main conditions are met. The first is the genuineness and
legitimacy of the Service Provider whiles the second is genuineness of con-
sumers who are Online. The communication media and systems in which
authentication takes place are usually the Telephone, Internet via the Web,
Mobile devices, reviewed in chapter 3. This section’s analysis is based on
the Internet (Web). For any online transaction to be authentic, the following
questions should be answered satisfactorily; Are we as Service Providers
dealing with the right customer? Is the alleged customer the rightful credit
or debit card owner? Am I dealing with the right Bank? Is this person the
right customer of the Bank? Can signs on the website be verified for
authenticity? How do we know that a call from Barclays Bank, HSBC or
First American Bank truly came from any of these Banks?
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These are some common authentication questions that have to be verified
and answered. Nine out of ten customers will not verify the authenticity of
a call from a Service Provider, whether it be a Bank, Credit Card provider
or utility Company.

There are new developments along the lines of application security. Web
browsers are playing an important role in advancing web security and
online services. Internet Explorer 7 seems to be determined in solving some
of the authentication issues highlighted. The main problem associated with
the authentication of websites, is the fact that the entire site could be
phished. Although there are security developments to solve the problem of
phishing, they are still not advanced enough to deal with current threats.
One of the proposed models is to prevent copying and duplication of the
Logos of Companies from their websites. Currently 90% of Logos on web-
sites could be copied. Phishing, pharming and web profiling attacks render
Domain name, verification of trust marks non effective when authenticating
an internet site to a customer or consumer. The consumer is usually authen-
ticated using address, personal details, password, and date of birth, first and
last digits of the date of birth of the customer. This is common when the
transaction is via phone. For bank account verification, service providers
systems will ask user names and passwords. The examples provided are
common to Lloyds TSB, Barclays and Alliance and Leicester Banks all
operating internationally and the UK. In order for Online Business systems
to sustain itself in the long term, the author believes that such systems
should win consumer’s confidence. This in the long term builds a trust rela-
tion that is unwavering.

There are many models for authentication. These include; Traditional au-
thentication systems, closed user group trusted 3rd party, Open user group
trusted party (VIP), EMV CAP usually for banking applications, Hybrid
(EMV CAP and VIP). There is also a review of Kerberos, Point to Point
(PPP) authentication and Challenge Handshake Authentication Protocol
(CHAP).

4.5.4 Authentication Methods and Online Business

This section classifies authentication into three categories, namely human
to human, human to system and system to system. The author has described
them as user authentication and system authentication. The reason for these
three categories is based on the premise that authentication is a multidirec-
tional or multidimensional activity.
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The purpose of this section is to present the reader with the most common
methods applied and current trends in authentication methods and how each
affects the transactions we make through electronic means

Table 2 — Categories of authentication methods applied in Online Business

Types of Authentication| Human to Humanto | System to
Human System System

Mutual Authentication | V N

Digital Certificates \ \ V

User Identification and N

names

Passwords N

Profiling \

Biometrics N

Token allocation N

CHAP (Challenge N

Handshake Authenti-

cation Protocol)

Kerberos N

Intelligent Agents V

VIP — Two Factor N

Authentication

Human to Human Authentications

Human in this context refers to person, group of people and organisations.
This section discusses mutual authentication and digital certificates as as-
pects of human to human authentication.

Mutual Authentication

This is when two people or a person and a system engage in an electronic
communication in order to verify the identity of the other. An example
that shows person to person or person to system is the customer and bank
relationship. A clerk at the bank will ensure that a customer possesses
identification, which is consistent with the information held about the
customer by the bank. This information could either be the date of birth or
mother’s maiden name. The other example is a customer who interacts with
an automated system by telephone or Internet to confirm unique personal
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details before the system grants approval and access to, for instance current
balance.

Electronic Banking Standards and Mutual Authentication

Appropriate banking standards, especially international banking does not
allow any form of transfer of funds to be carried by telephone; however
these standards do not apply fully when it comes to transfer by the internet.
The problem associated with this form of authentication is a challenging
one. This is because persons at remote geographical locations crossing na-
tional boundaries with personal details of an electronic crime victim, could
without any sweat transfer funds from one account to another. Although
there are numerous computer security fraternities with computer experts, it
is generally believed that there are sceptics amongst these groups when it
comes to transacting any form of business on the Internet, especially when
the business is across the Atlantic or Pacific. The reasons for this are
mainly technical. One wonders how many switches and gateways credit
card details might travel through in order for it to arrive at the appropriate
destination or recipient.

Issues with Encryption

Though personal details sent across the Internet are encrypted, encryption
could either be end to end or link to link encryption. The end to end encryp-
tion is commonly used since it is cheaper, while link to link encryption is
rarely used because it is very expensive. The logical conclusion to draw
here is that most companies will adopt the former since companies are very
particular of how funds are spent and disbursed. Making profit is higher on
the agenda than maximising productivity. It will be an illusion and self
deception if we think otherwise. Confidentiality and integrity becomes a
hurdle difficult to surmount due to the security layers that data must travel
before arriving at its final destination. The layers the Information travel
through are dynamic and not static.
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The dynamic routing of information is considered because service providers
will like to optimise the efficiency of their business transactions, therefore
there is a trade off between efficiency and security, since the less congested
routes on the Internet might not be secured. This implies that personal de-
tails from credit cards in the form of information packets could be sniffed
or eavesdropped from the internet using for instance specialised sniffing
software in the form of intelligent agents.

Effects of Poor Encryption Procedures

Absence of comprehensive encryption procedures and policies could enable
an eavesdropper to sniff data from the Internet. This could be useful source
of information to make a fraudulent or disrupt an Internet transaction. This
is usually carried by adopting the profile of the victim whose data were
eavesdropped. Pro Internet security gurus might disagree with this asser-
tion. However, it is believed undoubtedly that there are security flaws when
it comes to ensuring the integrity and confidentiality of credit card details
sent across the Internet. Experts in credit card security admit that there are
still major lapses in credit card security, although there has been a migra-
tion from magnetic strip to the magnetic chip. The main reasons are that al-
though credit card embedded magnetic Chips are more secured, the cost of
implementing the technology is more expensive, as a result slowing down
the process of its global adaptation. The conclusion drawn is that since the
total cost of security flaws is less than implementing this technology, it is
more appropriate and sustainable to maintain the current technology.

Using Digital Certificates

These are used in the authentication of a person’s or an organisation’s digi-
tal identity during an electronic transaction. This could be used during the
sending of emails or an electronic fund transfer. This again is usually com-
bined with cryptography technologies such as encryption and digital sig-
natures. It is mostly between individuals or organisations; however it is
effectively implemented by the inclusion of a third party who confirms the
legitimacy of the parties involved. There is an issue of trust when it comes
to certification. This is discussed in more detail in chapter 3 under the sub-
heading policies and standards.
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(HSA) Human to System Authentication

A system here refers to the hardware, software and process components of
a computer and its processing environment. This section discusses the use
of user identification and names, passwords, profiling and biometrics as
methods of authentication.

e User Naming and Identification

This is a unique identification used by humans to identify them to personal
computers, computer networks and multiple networks or distributed plat-
forms. It could be in any form; however, it is more logical to use names
that have some personal relation to the user of that system. The common
form of username is the first name of the user. It could also be some family
related name or a nickname. It is important to realise that it is part of the
authentication process and should be accorded some degree of importance
as any form of authentication. User names and identifications should not be
publicly accessible or seen by third parties. Making them accessible by
other unauthorised persons weakens the processes of authentication in the
layers of security Williams (2003).

The obtaining of user names and identification by unauthorised persons is
one step forward in adopting a victim’s profile. It provides a basis for mas-
querading. Masquerading is when one entity pretends to be a different en-
tity Stallings (2003). This form of Masquerading could take place in the
banking environment. Unauthorised users could informally attain details of
customers’ profile and use it for criminal activities. This is discussed in de-
tail in the next section. Another example is enabling a member of staff of
an organisation with limited database rights to obtain additional access
rights by impersonating another member of staff with special administra-
tive rights.
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e Password

This is a series of characters when combined with a username or identifica-
tion code authenticates the user of a system Williams (2004).

e How do Password Systems Work?

Password systems have different authentication mechanisms. They are
made of algorithms that convert plaintext to another text known as cipher
during encryption. This text can only be revealed using a key. A password
authentication system also has a file which stores encrypted passwords of
legitimate users of a system. When a user enters a password on a system, it
is matched with ciphers stored in the authentication file. If the user’s cipher
matches with an existing cipher in the file, the user is granted access to the
system. In general there are authentication protocols that support password
systems. These protocols do not enforce encryption of plaintext.

e Shortfalls of Passwords

A password should be handled with high importance. An effective security
system will encourage users to change passwords periodically through email
reminders and sometimes text messages from mobile phones. This is because
passwords could be deduced using probabilities and profiling techniques.
For instance, a person with very deep interest in religious matters is likely
to use adjectives and nouns such as holy, law, love, prophet, preacher and
many more similar jargons. A politically minded person might use words
like justice, election, government, policy or vote. This is at the primary stage.
A secondary stage will be a combination of these words and some form of
pneumonic. In fact most organisations password policies provide indication
of what sought of characters are allowed. This is a give away, since it pro-
vides a hacker with adequate information to hack into a system using tech-
niques such as dictionary attacks.
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Certain users of Online Business Systems adopt passwords that depict the
direct opposite of their interest. It should be understood here that, password
systems as a means of authentication are not only applied in the context of
Human Computer Interactions. Most banks demand a form of password or
code when a customer attempts to withdraw funds at the counter. The
password system is normally based on a set of routine or generic questions
such as, mother’s maiden name, work telephone number, home telephone
number, type of personal bank card, previous home address, post code etc.
These seem to be the commonest questions that are asked by most national
and international banks. Such password systems are easily to break because
the banks rarely implement a policy that informs the customer to make
changes to password systems that match with their profile. This type of au-
thentication process and concept is usually transferred to Internet banking
in an automated form.

The probability of such systems being broken into is very high. Intruders
and hackers do not need the mind of a genius to violate the security of
such systems. This is because such personal information is not difficult to
acquire. Information for violating password systems could be acquired
through the following channels: Grapevine (informal channels of commu-
nication), advance search and queries on the Internet, Search in Garbage
cans, bins in residential areas, through fake sales representative and provi-
sion of incentives to people during data collection exercises Williams
(2003). The prudent security strategy is for banks to change such a system
of personal profiles which is semi-permanent and unlikely to change. For
example my mother’s maiden name cannot be changed. My work place
number is available to students for reference purposes during placement or
when looking for a Job upon graduation.
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System to System Authentication (SSA)
e (CHAP) Challenge Handshake Authentication Protocol

CHAP is a Point to Point Protocol (PPP). The objective of CHAP is to en-
sure that end to end systems that communicate with each other are legiti-
mate. The main object of CHAP is to ensure that a user’s computer has
authorisation to access resources from another computer providing a service.

CHAP can be described as a system that authenticates a user’s computer
using a technique known as “challenge response”. CHAP generates a key
transmitted to the user for encrypting the user’s password. Passwords
stored in the Server table do not have to be encrypted. The main end sys-
tems involved in this challenge are CHAP server and a user’s computer.
Responses to the Server’s challenge are without human involvement. It
uses a technique known as session management. This means that a request
made by a user’s computer to gain access to resources of the other end sys-
tem has to be authenticated when the request is being made. This duration
is what is known as a session.

Phases in CHAP challenge and reply processes are as follows:

1. The node or an end system asks the authenticating server if it can use
CHAP.

2. The authenticating server replies, telling the end system that it can use

CHAP.

The authenticating server sends a challenge message to the end system.

4. The node replies with a value that has been calculated with a hash func-
tion.

5. The authenticating node receives the reply and checks it against its own
calculation of the expected hash value.

6. The authentication sends a new challenge to the node in a sparing
manner throughout the entire network.

7. The receiving node or end system should then respond to the challenge.

W

Masquerading, spoofing in the form of file transfer attack to CHAP server
file as well as traffic analysis could be used by attackers and crackers to
breach the authentication system and process.
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e Kerberos Authentication Process

Kerberos authentication process was designed at the Massachusetts Institute
of Technology (MIT). This section outlines the steps involved in Kerberos
authentication and analysis of key assumptions upon which the authenti-
cation system operates.

e How does Kerberos Work?

Kerberos uses a ticket granting system for authenticating processes. The
system consists of an authentication server, main server and user’s com-
puter. A user’s request is assigned a ticket. A user also known as a client
sends a message containing a password and user id to an authentication
server. The authentication server verifies both the password and user’s
access rights correctness on the main server. If the verification process is
successful, the main server releases a ticket to the authentication server.
This ticket is encrypted. It consists of user’s identification, network address
of user’s computer and main server’s identification. The authentication
server sends a ticket back to user’s computer. The user’s computer requests
access to main server using the ticket. The main server decrypts ticket and
verifies whether user’s identification matches with the plaintext in the mes-
sage. If it does access is granted.

Assumptions

e Denial of service attacks are not built into the system therefore are
not prevented.

Denial of service is a direct attack on the services of network. This is when
an attacker prevents the services of a network reaching its customers or cli-
ents. It can be very costly. It is not every security system that could prevent
denial of service, as a result using Kerberos authentication is equally sub-
ject to danger. This assumption also suggests that there should be some
level of personal responsibility in ensuring security of any authentication
process during Online Business activities.
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e Password guessing is handled by the system.

One of the main problems regarding password systems implemented by
Online Businesses and banks is that these systems use straight jacket au-
thentication with poor elements of profiling. Straight jacket authentication
is an authentication process which is mainly designed to verify a user based
on personal details stored by the verifier. This provides attacking avenues
for crackers. One of the main techniques employed by these people is pro-
filing. The integrity of a Kerberos authentication can be compromised if a
victim is profiled.

e Passwords must be kept secret.

How secret are passwords? Password systems supporting Online Business
Systems can be compromised as a result of human vulnerabilities. Kerberos
authentication process and other authentication processes should enforce a
policy of password management system that reminds users of Online Busi-
ness Systems to periodically make changes to passwords.

e It assumes that all network devices physically connected to the net-
work are secured.

One would have thought that a better way of providing security for a sys-
tem is to start from the assumption that network devices connected to a
network are not secured. This could help authentication systems such as
Kerberos to effectively manage intrusion detection. Intrusions could be de-
tected at access points of network devices that are not well secured.

o Internal clocks used for authentication must be loosely synchronized.

Synchronisation of internal clocks is a process where computer clocks in a
local area network or sub-net are harmonised such that they fall in line with
other external clocks globally. This enables authentication to take place
successfully without discrepancies in global timing. Poor synchronization
can serve as a loop hole for an attack.
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Authentication and Global Online Business

Successful authentication of a transaction from platforms and networks
with poor standards can not be guaranteed. The mindsets of certification
bodies and authorities show that the underlying design concept for design-
ing a certificate is usually based on how systems are perceived in advanced
economies. Regardless of this, most businesses and standard organisations
expect businesses with poor standards to trust the certificates issued to
them. This usually occurs due to the trading policies adopted by leading IT
companies in advanced economies. Online Business will be more effective
and secured if advanced economies strongly engage IT companies in deve-
loping economies during development of certificates meant for the global
market. The lack of joint system of development explains why EU and
other advanced economies legislative framework prohibit persons and
businesses from engaging poor nations in electronic business. The lack of
engagement and absence of consortium of businesses signed up to any form
of trust or certification as a means of authenticating global business trans-
actions among developing economies form part of the reasons why busi-
nesses in advanced economies take a stand for discouraging business
between advanced and developing economies.

e Public Key Infrastructure (PKI)

A public key infrastructure (PKI) combines software, encryption technolo-
gies and services that enable corporations and enterprises to protect com-
munication infrastructure, business forecasting and the internet. PKI uses a
holistic approach by integrating digital certificates, public key cryptograph,
certification, enterprise wide area network architecture. This is cherished
from a theoretical point of view. There are however problems associated
with certification authorities and bodies, which sometimes cause the con-
ceptual foundations of PKI to shake. There are issues related to trust, law
and inconsistencies with existing regulatory frameworks. There is the need
for a comprehensive assessment of the role of certification, design and issu-
ing methods among enterprises.
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There are different types and common certification schemes available and
commonly used for online business security. There is a synergy between
certification, standards and the third parties that issue these certificates in
the context of business and real world. Although in practice certificates are
used thoroughly, problems which are usually associated with them are not
explored and resolved satisfactorily. This is because there are numerous
trust issues related to this process. There is therefore the need to assess pos-
sible solutions viable in resolving these issues in a more holistic manner.

¢ Biometric System

A biometric system is a system that uses measurements of physical attri-
butes to authenticate consumers and customers Williams (2003). Duffy G
(2004) states that principle underlying biometric suggest a form of authen-
tication based on who you are rather than something you know. The attri-
butes are usually captured from fingerprints, facial geometry, Iris pattern,
Retina, Hand and finger geometry, vein structure, Retina, the structure of
the ear, Voice, DNA, Odour etc. The attributes are captured by computer
program. The program creates a template for storage in a database. The data-
base could be integrated with an immigration control system, smart card for
access control to systems and buildings. In order to authenticate a person, a
life scan of the information describing the physical attributes captured have
to be matched to the attributes stored in the computer database. The system
derives a score which matches the criterion specified for identification and
authentication. An audit trail is occasionally generated as an exceptional
control measure to check the reliability of the system. Another method of
implementing a biometric system is to generate biometric key. This imple-
mentation involves a signal component of a physical measurement sepa-
rated from the noise that comes along the capturing of such data; process
the signal resulting in an exact number (key). This should be based on
factors such as ambiguity resolution, error correction and noise reduction.
Although this method improves security and privacy as a result of the
crypto-transformation it is not widely adopted and used in the commercial
environment.
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Zhang and Yu (2003) discuss the role of biometrics and its applications.
Although there is reasonable evidence to suggest that biometric is growing
in popularity, there is also scepticism with regards to its effectiveness
within industry and the research community. It is asserted in some part of
the literature that biometrics relates to the both the study of physiological
and behavioural characteristics of a person. The view taken in this book is
that it is more appropriate and effective when considered strictly by exam-
ining only the physical characteristics of a person. Although some authors
assert that biometrics provide the most secure systems, it is an assertion
highly debatable, due to the scepticism associated with its accuracy. Physi-
cal characteristics such as finger-scan, hand scan, hand geometry, retina
scan, iris scan, facial scan, facial geometry, signature scan, dynamic signa-
ture verification, voice scan, or speaker verification are usually captured
and verified. Biometric technology could be applied in areas such as physi-
cal access to buildings (physical access control) as mentioned earlier on. It
can also be a useful tool for authenticating e-learning systems. For instance,
finger printing is seen as a means of improving online banking transactions
and fraud protection. It is also perceived as a method that boosts confidence
amongst customers. Scanning technology also need adequate lighting to
improve the data set required to be stored in a database for drawing pro-
babilities required for estimating accuracy.

There are challenges associated with using or adopting such a technology.
Some of the problems 